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EXECUTIVE SUMMARY 
The healthcare industry has been evolving rapidly in recent years, especially with changes in healthcare 
reform and the increased focus on consumers when it comes to payment.  Healthcare providers and payers 
are becoming merchants who are focused on delivering consumer-friendly payment options in order to 
efficiently collect the co-pays, deductibles, and premiums.  As healthcare organizations accept electronic 
payments through various payment channels, they expose themselves to increased risks and must be 
aware of the best practices and requirements in order to protect their businesses.   

InstaMed, a J.P. Morgan company, powers a better healthcare payments experience on one platform that 
connects consumers, providers and payers for every healthcare payment transaction. InstaMed engaged 
Coalfire Systems, Inc. (Coalfire), a respected Payment Card Industry (PCI) Payment Application – Qualified 
Security Assessor (PA-QSA) and Point-to-Point Encryption (P2PE) – Qualified Security Assessor (QSA 
(P2PE)) company, to conduct an independent technical assessment of InstaMed to assess these goals and 
evaluate the security of its payment solutions for providers and payers. 

InstaMed offers multiple deployment options that can reduce Payment Card Industry Data Security 
Standard (PCI DSS) compliance efforts for both merchants and application vendors in both merchant-
initiated and consumer-initiated use cases.  Reduction of compliance effort varies from completely taking 
the solution out of scope of the Payment Application Data Security Standard (PA-DSS) to mitigating PCI 
controls to address vendors’ and merchants’ compliance. 
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MERCHANT TOPICS 

Merchant-Initiated and Self-Service Kiosk Transactions 
P2PE solutions include: 

• InstaMed P2PE Validated Solution: Healthcare Payments P2PE Solution Validated (Reference # 
#2021-01069.003 for P2PE 3.0), a PCI-listed P2PE solution using the Ingenico Lane/3000, 
Ingenico Lane/5000, Ingenico Lane/7000, and Ingenico Link/2500. 

• Healthcare Payments P2PE Standard (“Healthcare Payments E2EE Standard”), offering strong 
encryption for all other supported devices.   

Device connectivity options include: 

• P2PE devices with InstaMed Online (merchant-initiated only). 

• P2PE devices with single sign-on (SSO) to InstaMed Online (merchant-initiated only). 

• P2PE devices with InstaMed Connect Web Services or InstaMed Connect .NET API (merchant-
initiated and self-service kiosk transactions supported). 

Highlights: 

• The InstaMed solution (either InstaMed P2PE Validated Solution or InstaMed P2PE Standard) can 
securely integrate with any computer that has access to the internet and InstaMed Online and/or 
InstaMed Connect without exposing cardholder data to other systems.  

• When used with Healthcare Payments P2PE Standard, InstaMed’s secure point of interaction (POI) 
devices can alleviate certain applicable controls involved with the PCI DSS compliance 
requirements for network firewall, network configuration, physical controls, or administrative 
procedures for a merchant.  

• When used with Healthcare Payments P2PE Solution Validated, InstaMed’s secure POI device 
equipped with the SRED tamper-resistant module (Ingenico Lane 3000, Ingenico Lane 5000, 
Ingenico Lane 7000, and Ingenico Link 2500) can alleviate an even greater number of applicable 
controls, and merchants may be eligible to assess compliance using the simplified self-assessment 
questionnaire (SAQ) P2PE. 

• When the InstaMed solution(either InstaMed P2PE Validated Solution or InstaMed P2PE Standard)  
is properly deployed, it can significantly reduce the risk of a data breach for the Enterprise. By 
leveraging InstaMed Patient Payments and the InstaMed Patient Portal, a merchant can achieve 
most of the security and compliance benefits available from a P2PE-validated solution provider. 

• The integration of devices like those offered by Ingenico with InstaMed Online and/or the InstaMed 
Connect .NET API is quick, requires very little configuration, and works effectively with all post-
authorization, sales, and refund transactions tested.  The devices that support near-field 
communication (NFC) work in a similar manner as the regular swipe entry, such that cardholder 
dataflow is not impacted. 

• A separate InstaMed VoIP Protection solution integration offered as part of the InstaMed services 
allows for elimination of cardholder data from the organization’s Voice over Internet Protocol (VOIP) 
infrastructure. 

• To best mitigate security and compliance risk in a merchant-initiated transaction, a merchant’s 
deployment architecture must:  

– Have all cardholder data captured by a P2PE device, and  
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– Communicate directly with a PCI DSS-compliant service provider and/or processor, such 
as InstaMed, that manages all decryption services for the merchant.  

• A merchant can reduce the amount of applicable controls of PCI DSS compliance requirements 
required for the majority of its cardholder data environment (CDE) if all cardholder data is captured 
by a payment device that can perform encryption at the moment of swipe. To do so, devices such 
as PIN Transaction Security (PTS)-approved MagTek or Ingenico devices must be the only point 
where cardholder data is captured, either through EMV, NFC, swiped, or keyed entry. 

CONSUMER-FOCUSED TOPICS 

E-commerce Transactions 
Solutions for e-commerce transactions include: 

• SSO to InstaMed Patient Portal 

• InstaMed Secure Token 

• Embedded iFrame payments 

• Web Services 

• Standalone patient portal with payment notification scenario 

• Self-service card present (i.e., Kiosk) 

• Apple Pay  

Highlights: 

The PCI security standards have created two levels of security and compliance for merchants that use e-
commerce applications (card-not-present). These levels correspond to the following SAQs: 

• SAQ A 

Integration Difficulty Level: EASY 

Compliance Difficulty Level:  EASY 

Embed the InstaMed Patient Portal, Embedded iFrame, InstaMed Secure Token, or InstaMed 
Premium Payments (with or without SSO).  

• SAQ D 

Integration Difficulty Level: HIGH 

Compliance Difficulty Level:  HIGH 

Build your own user interface and use web services to leverage InstaMed’s payment solutions.  

More information about the distinctions between SAQ A and SAQ D may be found here. 
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VENDOR TOPICS 
Implementing InstaMed Patient Payments, Embedded iFrame, InstaMed Secure Token, InstaMed VoIP 
Protection and the InstaMed Patient Portal where no cardholder data is directly entered into the vendor’s 
application makes a vendor’s application not eligible for validation under PA-DSS. Not being eligible for 
validation for PA-DSS results in both short-term and long-term savings.  The vendor will see a 25% 
reduction on the initial PA-DSS assessment, and, assuming no changes are made to the application that 
would change its eligibility status, the vendor will avoid annual reassessments as well. The table below 
outlines the benefits of leveraging this white paper to complete PA-DSS validation versus the PCI Report 
on Validation. 

 

SECURITY & ENCRYPTION IN 

HEALTHCARE PAYMENTS 

TECHNICAL ASSESSMENT WHITE 

PAPER 

PCI PA-DSS REPORT ON VALIDATION 

Initial Testing Scope Full Full 

Initial Documentation Scope White Paper Detailed Report on Validation 

Initial Cost 75% 100% 

Trigger for ReAssessment Business decides based on whether it 
deems that impactful changes have 
been made. 

Whenever an impactful change is 
made. 

Enforcement No enforcement. Enforced by PCI Council. 

Mandatory Annual Reassessment No Yes 

Ongoing Reassessment Cost None* 
 
*Assumes that no impactful changes 
are made that require a reassessment 
or a change to ineligibility 

Full** 
 
**Low-impact or no-impact changes 
may require partial reassessment 
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OVERVIEW 
ABOUT THE PCI  SECURITY STANDARDS COUNCIL  
The PCI Security Standards Council (PCI SSC) is a group founded by the five major payment card brands 
– American Express, Discover, JCB, MasterCard, and Visa – tasked with developing and managing various 
standards, including the PCI DSS, PA-DSS, P2PE Solution Requirements and Testing Procedures, and 
PCI PTS. These security standards set the rules that must be followed by merchants, issuing banks, 
software developers, hardware manufacturers, and all other entities involved in the processing, storage, or 
other handling of credit card data.  

Merchants must ensure that they only do business with service providers who are compliant and certified 
with the PCI DSS. The PCI DSS process for certifying merchants and service providers is an in-depth 
assessment of security policies, procedures, and environments against a specific set of requirements that 
provide a very baseline level of information security. This standard applies not only to merchants who 
accept credit card payments, but also to service providers (those entities that process, store, or transmit 
cardholder data on behalf of merchants) such as InstaMed.  

The PCI PA-DSS applies to vendors wishing to develop software that accepts payments in the form of 
credit cards and ensures that these developers create a software product that will function within a PCI 
DSS compliant merchant environment. While merchants are not required to use software that has been 
PA-DSS validated, it is highly recommended to do so in order to help ensure that the PCI DSS requirements 
are met. Some card brands mandate the use of a PA-DSS validated application for their merchants.  

The PTS standard is a set of requirements that PIN pad hardware manufacturers must abide by when 
creating these devices. While the PCI SSC does not require the use of a PTS validated device for non-PIN 
transactions, devices that have been approved typically offer better security and protection for cardholder 
data. 

Finally, the PCI SSC has created the P2PE program, which requires the use of PTS devices with the SRED 
option and is intended to shift the burden of compliance away from the merchant and to the service provider 
by protecting cardholder data with encryption at the point of swipe and decryption at a P2PE service 
provider.  

WHAT’S NEW IN PCI  DSS VERSION 3 .2 .1?  
Recent changes to the PCI DSS version 3.2.1 focus on the following themes to help organizations take a 
proactive approach to protecting cardholder data by focusing on security, not just compliance: 

• Education and awareness – Updates to the standard are geared towards helping organizations 
better understand the intent of requirements and how to properly implement and maintain controls 
across their business. 

• Increased flexibility – New rules offer more flexible ways to meet the requirements that protect 
organizations from data compromise, such as weak passwords and authentication methods, 
malware, and poor self-detection. 

• Security as a shared responsibility – New rules focus on helping organizations understand their 
business partners’ PCI DSS responsibilities to ensure cardholder data security. 

• Evolving threats – The release of a new version demonstrates a rapid response to newly-identified 
threats, such as the need for multi-factor authentication for non-console administration within the 
CDE or monitoring PCI DSS impact for any new software or hardware changes. 
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The PCI DSS SAQs are validation tools intended to assist merchants and service providers with reporting 
the results of their PCI DSS self-assessment. The different SAQ types relevant for PCI DSS version 3.2.1 
are shown in the table below to help you identify which SAQ best applies to your organization. Detailed 
descriptions for each SAQ are provided within the applicable SAQ.   

SAQ DESCRIPTION 

A 

Card-not-present merchants (e-commerce or mail/telephone-order) that have fully outsourced all 
cardholder data functions to PCI DSS compliant third-party service providers, with no electronic storage, 
processing, or transmission of any cardholder data on the merchant’s systems or premises. 
Not applicable to face-to-face channels. 

A-EP 

E-commerce merchants who outsource all payment processing to PCI DSS validated third parties, and 
who have a website(s) that does not directly receive cardholder data but can impact the security of the 
payment transaction. No electronic storage, processing, or transmission of any cardholder data on the 
merchant’s systems or premises. 
Applicable only to e-commerce channels. 

B 

Merchants using only: 
• Imprint machines with no electronic cardholder data storage; and/or 
• Standalone, dial-out terminals with no electronic cardholder data storage. 

Not applicable to e-commerce channels. 

B-IP 
Merchants using only standalone, PTS-approved payment terminals with an IP connection to the 
payment processor, and no electronic cardholder data storage. 
Not applicable to e-commerce channels. 

C-VT 

Merchants who manually enter a single transaction at a time via a keyboard into an internet-based virtual 
terminal solution that is provided and hosted by a PCI DSS validated third-party service provider. No 
electronic cardholder data storage. 
Not applicable to e-commerce channels. 

C 
Merchants with payment application systems connected to the internet, and no electronic cardholder 
data storage. 
Not applicable to e-commerce channels. 

P2PE 
Merchants using only hardware payment terminals that are included in and managed via a validated, PCI 
SSC-listed P2PE solution, with no electronic cardholder data storage. 
Not applicable to e-commerce channels. 

D 
SAQ D for Merchants: All merchants not included in descriptions for the above SAQ types. 

SAQ D for Service Providers: All service providers defined by a payment brand as eligible to complete a 
SAQ. 

 

  



SECURITY & ENCRYPTION IN HEALTHCARE PAYMENTS | White Paper      10 

WHAT HAPPENS IF  I  DO NOT COMPLY WITH PCI  STANDARDS?  
Merchants and vendors who do not comply with applicable PCI standards expose themselves to the risk of 
data breaches. If you handle both cardholder data and personally identifiable information, you greatly 
increase the likelihood of becoming a target for data breaches. A data breach could increase the chances 
for lawsuits, reputational damages, government fines, decline in profit and many other consequences. 
Being non-compliant with PCI standards typically results in penalties from card brands in case of a breach 
or compromise. 

PCI  IN  HEALTHCARE  
As healthcare costs continue to increase, patient payment responsibility for healthcare bills has also 
increased. More and more patients are being forced to cover medical payments on credit card accounts. In 
addition, the healthcare industry has started moving toward electronic transactions to improve billing 
efficiency. For these reasons, the use of payment cards in healthcare is drastically increasing. Payment 
cards are becoming a common payment method for consumer-to-provider, consumer-to-payer and payer-
to-provider payments. When providers and payers accept payment cards, they expose themselves to 
increased security risk, and, at a minimum, they must ensure that they maintain compliance with all 
applicable PCI standards.  

WHAT’S NEW IN PAYMENT CARD TECHNOLOGY?  
With the recent breaches in the U.S., many merchants are trying to understand how to protect against these 
risks. No one solution offers a “silver bullet,” but taken together, P2PE, tokenization, contactless and EMV 
offer a strong defense against today’s threats.  

POINT-TO-POINT ENCRYPTION  
Almost all healthcare organizations now accept payment cards as a payment method. While expanding and 
accepting different payment methods is important to ensuring a successful business, it does not come 
without added risk.  Over the last three years, a number of organizations have made headlines due to data 
breaches that resulted in millions of credit card numbers being exposed.  These breaches cause both 
financial and reputational risk for an organization. Combating these security threats can be a challenge, but 
employing a solution that leverages P2PE can both protect networks from data exposure and reduce the 
applicable controls of the PCI DSS.  When implemented properly, these types of solutions make payment 
card transactions more secure by preventing the theft of credit card data while unencrypted on a point-of-
sale (POS) device or in transit.  

Merchants large and small face the high risk of a data breach, most frequently caused by inadequate 
security controls or insecurely developed and deployed applications, which leak or allow access to sensitive 
cardholder data. Security professionals, service providers, application developers, and hardware 
manufacturers are working across a number of security domains to address the data security needs of 
merchants. One of the leading solutions intended to address the security of cardholder data in the merchant 
network is P2PE.  

P2PE is designed to encrypt cardholder data at the time of swipe or keyed point-of-interaction (POI) utilizing 
an encryption key that is built in to the POI. Once encrypted, sensitive cardholder data is not decrypted until 
it arrives at a secured end point, typically an acquirer, processor, or gateway. In a well-designed P2PE 
workflow, the merchant has no access to cryptographic keys or the decryption process. By encrypting 
cardholder data at the POI, merchants can significantly reduce the risk of a data breach and the scope of 
PCI DSS compliance requirements. 
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VALIDATED P2PE SOLUTIONS 
Payment card encryption solutions fall into two categories – those that have been be validated with PCI 
(often called PCI-P2PE, validated, or listed solutions) and those which have not been validated (sometimes 
called end-to-end encryption or E2EE solutions).  The PCI SSC released its initial P2PE standard in 2011 
in an effort to define a standard list of controls necessary to ensure the highest level of account data 
protection through an encryption solution.  Version 2.0 of the standard was released in 2015 and has seen 
a significant uptick in adoption due to its modular, component-based validation and alignment with other 
PCI standards. Version 3.0 of the standard was released in December 2019 and provides some additional 
flexibility for P2PE component and solution providers. 

In order to become validated as a PCI-listed solution, service providers must be assessed by a specialized 
QSA, or a QSA (P2PE).  The rigorous PCI P2PE standard measures the solution provider (and its chosen 
component partners) against as many as 644 controls.  These requirements include the use of secure PTS 
devices with the SRED-compliant, tamper-resistant module, chain-of-custody for all cryptography devices, 
split knowledge and dual control throughout sensitive key management processes, strong encryption, 
secure decryption environment, and additional tamper-evident packaging controls surrounding device 
shipping and transfer.  Solution providers must also be compliant with the PCI DSS, which accounts for an 
additional 332 controls. 

The goal of this program is to improve security practices among providers of terminal encryption.  To speed 
adoption of this program, PCI has released a specialized self-assessment questionnaire, the SAQ P2PE, 
that includes a mere 24 requirements and subrequirements (or a total of 33 questions) for eligible 
merchants.  Furthermore, PCI has provided guidance for scoping environments that utilize listed solutions, 
ensuring that the devices provide significant reduction to the size of the CDE that must be assessed. 

WHAT IS  EMV?  
EMV, often referred to as a “chip card,” is gaining traction in the United States. Conceived in 1994 and 
formalized in 1999 by Europay, MasterCard, and Visa, EMV is a framework that calls for integrating a 
microprocessor or “chip” into an otherwise normal credit card. This microprocessor allows for functionality 
that normal credit cards could not have. The benefits of EMV include:  

• Fraud protection – In the event of a breach, card-present fraud is likely to be eliminated. (Please 
note that card-not-present transactions are not made more secure by this technology. Card-not-
present includes online transactions.)  

• Liability shift – Details vary by merchant, but as of 2015, a merchant who has not yet implemented 
EMV may be financially liable for certain card-present fraud that could have been prevented with 
the use of EMV at the POS.  

An EMV transaction occurs a little differently than normal transactions. Instead of simply swiping a card, a 
consumer must “dip” or insert their card into a PIN device and enter a PIN before a transaction is processed. 
It is important to note that using EMV does NOT secure credit card data; it simply provides assurances to 
the merchant and financial institutions that have it in place that the physical credit card is not a counterfeit.  
While few issuing banks in the United States currently support “chip and PIN”, when support for cardholder 
PIN is available, EMV ensures that the credit card is being used by the true owner of the card.  

A contactless interface provides similar data to a contact EMV transaction, but usually a subset of the 
capabilities (for example issuers would not allow balances to be increased via the contactless interface, 
instead requiring the card to be inserted into a device which uses the contact interface).  
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Because of the recent liability shift, it is important for healthcare organizations to implement an EMV solution 
to reduce fraud liability and to start educating consumers on the acceptance of chip cards. 

WHAT ABOUT MOBILE PAYMENTS?  
Consumers have adopted mobile technology as a means of making payments.  Mobile payment capabilities 
offer convenient and frictionless payments and provide a simple and friendly experience.  Consumer 
convenience and preferences are making an impact on healthcare organizations today. Healthcare 
organizations that recognize this are benefitting by delivering a smoother consumer experience and 
collecting payments across more channels, faster. 

However, mobile payments create major risks to the healthcare industry from a security and compliance 
perspective. The most significant of these risks is a compromised device that has been taken over by 
malware that circumvents the security of the device and allows hackers access to the mobile device’s data. 
A second important risk is the fact that mobile devices are portable, making it easy for these devices to be 
removed from a secured environment to a location where a malicious individual can work to gain access. 
Finally, mobile technology is still relatively new, and we are still learning about the potential vulnerabilities 
contained within mobile operating systems and applications.  

To combat these risks when it comes to accepting mobile payments, PCI has issued mobile guidance 
documentation for merchants seeking to accept payments on a mobile device within their environment, as 
well as guidance to developers who are designing mobile solutions. PCI’s preferred solution for accepting 
payments via mobile devices is the use of a validated P2PE solution.  

Furthermore, PCI recommends the following guidelines for merchants:  

1. Prevent unauthorized physical device access (physically lock or tether the device).  

2. Prevent unauthorized logical access (restrict who can use the device, set a password or code to 
unlock the device, and implement encryption of the disk drive).  

3. Protect the device from malware (use security software, install only trusted software).  

4. Ensure the mobile device is in a secure state (scan devices with security software, do not “jailbreak” 
or “root” the device).  

5. Disable unnecessary device functions (turn off cell data, Bluetooth, or NFC if not needed).  

6. Detect loss or theft (mark the device with a unique identifier, set GPS boundaries for the device, 
set periodic re-authentication of the user).  

7. Ensure secure disposal of old devices (remove any business identification, contract a vendor to 
securely dispose of the device).  

 

OMNICHANNEL PAYMENTS IN  HEALTHCARE    
As healthcare organizations are challenged to improve the consumer experience, they are offering more 
consumer-friendly payment channels including online, IVR, payment plans, automated payments, 
Apple/Google Pay, over the phone payments and more. The benefits of offering more convenient payment 
options are vast – improved consumer experience, accelerated payments and reduced effort to collect.  
However, in opening up more payment channels and accepting more payments from consumers outside 
of the traditional paper check payments, organizations significantly increase their payment security risks. It 
is crucial that healthcare organizations understand their PCI scope across all patient financial touchpoints 
– before service, point-of-service, online, mail and phone  in order to properly assess and reduce risk. 
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INSTAMED HEALTHCARE PAYMENT SOLUTIONS 
In this document, Coalfire will describe how InstaMed, integrated with the PCI PTS approved secure 
payment card devices, can reduce the number of applicable PCI DSS controls when properly configured 
using InstaMed’s Implementation Guide and operating according to the P2PE Instruction Manual. 
Additionally, we will describe how InstaMed payments reduces scope for the e-commerce implementations, 
as well as supports additional cardholder data input and processing methods that were recently introduced 
and reviewed by Coalfire. The reduction of scope applies to all parties, either  vendors that develop payment 
applications or merchants that utilize the InstaMed solution. 

AUDIENCE 
This white paper has three target audiences: 

1. Merchants and service providers interested in reducing the number of applicable PCI DSS controls. 

2. Vendors implementing applications used by merchants to accept or record credit card payments.  

3. The QSA and Internal Audit community that is evaluating InstaMed or the impact on scope of PCI 
DSS compliance in general on behalf of merchant or service provider clients.  

VALIDATED PCI -P2PE SOLUTION 
Coalfire has also performed a full assessment of the InstaMed P2PE solution, culminating in submission of 
a P2PE Report on Validation (P-ROV) and listing of the InstaMed Healthcare Payments P2PE solution as 
a P2PE 3.0 solution on the PCI SSC website on 12 April, 2021 (reference #2021-01069.003). The InstaMed 
solution may be viewed on the list of validated P2PE solution providers here.  

In order to become a validated P2PE solution, InstaMed is required to offer a compliant solution that meets 
all rigors of the program – including approved devices that support the SRED tamper-resistant module to 
ensure protection of sensitive internal components and keys.  For Ingenico devices models Lane 3000, 
Lane 5000, Lane 7000, and Link 2500 are currently supported and have SRED functionality.  While only 
devices with the SRED feature qualify for inclusion in InstaMed’s validated P2PE solution, many other 
devices are supported using InstaMed’s non-listed version of their P2PE solution.  Where a merchant does 
not qualify for the validated program, they may not be eligible to complete the reduced SAQ P2PE, but may 
still qualify for a significant reduction of applicable controls using the guidance found in this white paper.  
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The requirements for P2PE v2.0 are divided among six domains, which govern the six major aspects of a 
P2PE solution.  These domains and applicable requirements for InstaMed are detailed in the table below: 

 DESCRIPTION 
APPLI-
CABLE  

REQUIRE-
MENTS 

Domain 1: 
Encryption Device 
and Application 
Management 

Domain 1 must be met by entities providing POI devices that will be 
used for the initial acceptance of a credit card transaction.  These 
devices may be card-present terminals or card-not-present data entry 
devices.  This domain also applies to the installation of any software 
onto the device (subject to Domain 2 validation) and use of any terminal 
management system that may impact the secure configuration of these 
devices.  InstaMed has validated the Ingenico models Lane 3000, 
Lane 5000, Lane 7000, and Link 2500 to Domain 1. 

Yes 44 

Domain 2: 
Application Security 

These requirements are applicable for use of POI software application 
(other than the approved PTS firmware) that may have access to 
account data.  The  Ingenico models Lane 3000, Lane 5000, Lane 
7000, and Link 2500 do not require a payment application other 
than the one installed on the devices already Unified Payment 
Platform (UPP) 1.1.x. 

No 61 

Domain 3: 
P2PE Solution 
Management 

Certain controls are applicable to the solution provider for managing the 
solution and govern the relationships and communications with any third 
party providing other components of the solution. 

Yes 20 

Domain 4: 
Decryption 
Environment 

The decryption environment must have mechanisms in place to control 
physical and logical access and policies that govern custody and 
operation of approved hardware security modules (HSMs).  InstaMed 
operates multiple redundant decryption environments. 

Yes 89 

Domain 5: 
P2PE Cryptographic 
Key Operations and 
Device Management 

Key management practices for P2PE solutions are governed by Domain 
6, associated with the creation, transfer, injection, and destruction of 
keys, as well as their use in encryption and decryption of data. 

Yes 145 

PCI P2PE Requirements Applicable to InstaMed Healthcare Payments P2PE Solution Validated 
Solution: 

298 
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CARDHOLDER DATA ENVIRONMENT SUMMARY 
The PCI DSS guidelines require compliance within a merchant’s CDE, which includes all systems, 
connecting systems and devices that store, transmit or process cardholder data. To reduce the scope of 
PCI DSS compliance requirements, a merchant can segment its network in order to separate the systems 
that store, transmit or process cardholder data from those that do not. This method removes systems that 
are unrelated to payment card processing from PCI DSS scope. To further reduce scope, a merchant can 
implement P2PE to isolate the CDE to the POI. 

Implementing P2PE can have a significant impact on the control applicability within a merchant’s CDE. 
P2PE encrypts cardholder data when the card is swiped or keyed at the POI, then transmits it to an outside 
gateway processor (in this case, InstaMed) for decryption. When implemented correctly, P2PE logically 
segments the encrypted data that passes across the network, since the merchant does not access this 
data. This process reduces the need to utilize network segmentation to remove systems from the CDE 
scope. Finally, since the cardholder data must be decrypted, most P2PE devices tie the merchant to the 
gateway processor (again, in this case, InstaMed) in order to complete the payment transaction. 

It is important to mention that with the e-commerce implementations available with InstaMed, the CDE 
scope would vary for both merchants and vendors. In some scenarios, the CDE scope would not be limited 
by the POI; however, the scope of the CDE will still be greatly reduced. We will review all implementations 
in further detail later in this white paper. 

Coalfire’s technical security assessment included a comprehensive set of administrative, technical and 
physical control requirements for each deployment scenario (user authenticated login or SSO to InstaMed 
Online). During this assessment, Coalfire validated that InstaMed adheres to the applicable compliance 
control requirements for potentially reducing the applicable controls during a merchant’s PCI DSS 
compliance audit. The assessment included the following components: 

• InstaMed Online, InstaMed Connect, or InstaMed Connect .NET API 

• MagTek secure readers:  

– MagTek DynaPad Debit/Credit MSR with MagneSafe  

– MagTek DynaPro Debit/Credit with MagneSafe  

– MagTek Dynamag – MSR USB Keyboard Emulator MagneSafe swipe 

– MagTek Dynamag – MSR USB HID MagneSafe swipe 

– MagTek uDynamo – MSR headphone jack for mobile devices (also includes USB for 
Windows/Mac PCs) 

– MagTek iDynamo – iPhone lightning adapter sled with swipe reader 

– MagTek cDynamo – iPhone lightning adapter sled with swipe reader 

– MagTek ImageSafe – MSR USB device that supports check processing and EMV 

• Ingenico secure readers: 

– Ingenico iSC 250 - (PCI PTS 3.x, ref# 4-30135, EMV compatible, NFC compatible, SRED) 

– Ingenico iPP 320 - (PCI PTS 4.x, ref# 4-30176, EMV compatible, NFC compatible, SRED) 

– Ingenico iPP 350 - (PCI PTS 4.x, ref# 4-30176, EMV compatible, NFC compatible, SRED) 

– Ingenico iCMP - (PCI PTS 3.x, ref# 4-20235, EMV compatible, NFC compatible, SRED) 

– Ingenico Lane 3000 - (PCI PTS 5.x, ref# 4-30310, EMV compatible, NFC compatible, 
SRED) 
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– Ingenico Lane 5000 - (PCI PTS 5.x, ref# 4-20324, EMV compatible, NFC compatible, 
SRED) 

– Ingenico Lane 7000 - (PCI PTS 4.x, ref# 4-30226, EMV compatible, NFC compatible, 
SRED) 

– Ingenico Link 2500 - (PCI PTS 5.x, ref# 4-30326, EMV compatible, NFC compatible, 
SRED) 

• Payment through the website using Apple Pay 

– Apple iPhone X was used for testing 

• Payment through the website using SSO  

– Apple iPhone X and Google Pixel phones were used for testing 

• Payment through the website using Embedded iFrame 

• Payment through the website or Native App using InstaMed Secure token 

• Payment through the VoIP channel using InstaMed VoIP Protection validated PA-DSS application 
integration 

• Payment through the website using Web Services 

ABOUT INSTAMED SOLUTIONS 
InstaMed can consist of various solution options for merchant-initiated transactions, kiosk Self Service, 
VoIP and eCommerce transactions.  For merchant-initiated and kiosk Self Service transactions at the POI, 
MagTek and Ingenico devices can be configured for user authenticated login or SSO to InstaMed Online, 
or leveraged via InstaMed Connect .NET API.  All cardholder data that is captured by the supported devices 
is encrypted when the merchant or cardholder processes a swipe, keyed, NFC or EMV transaction.  
InstaMed decrypts and transmits the cardholder data to the appropriate payment network to authorize and 
complete the transaction. For eCommerce and VoIP transactions, card reader devices are not in scope. 
Rather, the cardholder data is captured in an online environment. For transactions accepted over VoIP, the 
cardholder data is handled by a PA-DSS validated payment application that provides VoIP Protection. 
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Merchant-Initiated and Self-Service Kiosk Transactions 

 INSTAMED ONLINE* INSTAMED 
CONNECT WEB 

SERVICES 

INSTAMED 
CONNECT .NET 

API 

SSO TO 
INSTAMED 
ONLINE* 

Device 
Support 

Inherent support for 
MagTek and Ingenico 
secure devices (See 
Appendix A) 

Inherent support for 
MagTek and Ingenico 
secure devices (See 
Appendix G) 

Inherent support for 
MagTek and Ingenico 
secure devices (See 
Appendix A) 

Inherent support for 
MagTek and Ingenico 
secure devices (See 
Appendix C) 

Merchant PCI 
Compliance 

High reduction of 
applicable controls 

Low reduction of 
applicable controls 

High reduction of 
applicable controls 

High reduction of 
applicable controls 

Vendor PCI 
Compliance 

N/A Low reduction of 
applicable controls 

High reduction of 
applicable controls 

High reduction of 
applicable controls 

User Interface InstaMed user interface w/ 
configurability 

Vendor user interface Vendor user interface InstaMed user 
interface w/ 
configurability 

Vendor 
Development 
Effort 

Low High Low Low 

Postback EOD file (batch) or 
webhook (real-time) 

Web Service 
response (real-time) 

Web Service response 
(real-time) 

EOD file (batch) or 
webhook (real-time) 

*Self-Service Kiosk scenario not supported. 
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E-commerce and VoIP Transactions 

 IN APP APPLE 
PAY 

SSO TO 
INSTAMED 

PATIENT PORTAL 

EMBEDDED 
IFRAME 

PAYMENTS 

INSTAMED 
CONNECT WEB 

SERVICES 

Device Support N/A N/A N/A N/A 

Merchant PCI 
Compliance 

High reduction of 
applicable controls 

High reduction of 
applicable controls 

High reduction of 
applicable controls 

Low reduction of 
applicable controls 

Vendor PCI 
Compliance 

High reduction of 
applicable controls 

High reduction of 
applicable controls 

High reduction of 
applicable controls 

Low reduction of 
applicable controls 

User Interface Vendor user 
interface 

InstaMed user interface 
w/ configurability 

InstaMed user 
interface w/ 
configurability 

Vendor user interface 

Vendor 
Development 
Effort 

Medium Low Low High 

Postback Web Service 
response (real-time) 

EOD file (batch) or 
webhook (real-time) 

Web Service 
response (real-time) 

Web Service response 
(real-time) 

 

 INSTAMED 
PATIENT 
PORTAL 

INSTAMED 
SECURE TOKEN 

INSTAMED VOIP 
PROTECTION  

Device Support N/A N/A N/A 

Merchant PCI 
Compliance 

High reduction of 
applicable controls 

High reduction of 
applicable controls 

High reduction of 
applicable controls 

Vendor PCI 
Compliance 

N/A High reduction of 
applicable controls 

High reduction of 
applicable controls 

User Interface InstaMed user 
interface w/ 
configurability 

Vendor user interface InstaMed user 
interface w/ 
configurability 

Vendor 
Development 
Effort 

Low Low Low 

Postback EOD file (batch) or 
webhook (real-time) 

Web Service response 
(real-time) 

EOD file (batch) or 
webhook (real-time) 
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DEPLOYMENT SCENARIOS 
InstaMed solutions can be deployed in multiple scenarios by vendors or merchants. 

1. Merchant-Initiated and Self-Service Kiosk Scenarios: Merchant-initiated transaction. Currently, 

the following scenarios are supported: 

a. Merchant logs in to InstaMed Online directly through their web browser. Card is inputted 

through the card reader device (either swipe, tap, manual entry or EMV) and is immediately 

encrypted. This data is then further sent to the processor and there is no way for the merchant 

or vendor to access encrypted data locally. Please refer to Figure 1 for a detailed description 

of the data flow.  Reduction of applicable controls for this scenario is further described in 

Appendix A for Healthcare Payments P2PE Solution Validated and Appendix B for Healthcare 

Payments P2PE Standard. 

b. Vendor’s application is integrated to InstaMed Connect .NET API. Card is inputted through the 

card reader device (either swipe, tap, manual entry or EMV) and is immediately encrypted. This 

data is sent directly to the card processor and there is no way for the merchant or vendor to 

access encrypted data locally. To limit PCI scope, keyed payments should be prevented from 

being entered into the vendor’s application. Please refer to Figure 2 for a detailed description 

of the data flow. Reduction of applicable controls for this scenario is further described in 

Appendix A for Healthcare Payments P2PE Solution Validated and Appendix B for Healthcare 

Payments P2PE Standard. 

c. Vendor’s payment application is integrated via SSO to InstaMed Online.  Card is inputted 

through the card reader device (either swipe, tap, or EMV) or keyed into InstaMed Online and 

is immediately encrypted. This data is sent directly to the card processor and there is no way 

for the merchant or vendor to access encrypted data locally. This gives the merchant the 

flexibility to choose their device, while reducing the vendor’s PCI scope.  Please refer to Figure 

3 for a detailed description of the data flow. Reduction of applicable controls is further described 

in Appendix C. 

d. Vendor’s application is a self-service kiosk with a card reader. Card is inputted through the card 

reader device (either swipe, tap, manual entry or EMV) and is immediately encrypted. This data 

is sent directly to the card processor, and there is no way for the merchant or vendor to access 

encrypted data locally. To limit PCI scope, keyed payments should be prevented from being 

entered into the vendor’s application. Please refer to Figure 2 for a detailed description of the 

data flow. Reduction of applicable controls for this scenario is further described in Appendix A 

for Healthcare Payments P2PE Solution Validated and Appendix B for Healthcare Payments 

P2PE Standard.  

2. E-commerce & VoIP Scenarios: Consumer initiated transactions require merchant to configure 

the e-commerce and VoIP solution based on their needs. Currently, the following methods of card 

input on the customer device are supported: 

a. Apple Pay Scenario: Card payments are made via in-app Apple Pay with any iOS-based 

mobile device using any vendor-developed application leveraging InstaMed. In this scenario, 

no cardholder data is inputted in the application and the card number exchange happens 

between Apple’s partner-issuing bank and the InstaMed servers. The iOS device operates only 

with tokens. Since no cardholder data is flowing through the merchant’s environment and there 

is no data persisting on the mobile device, the PCI DSS scope is significantly reduced. 

InstaMed then processes data directly and no cardholder data is ever stored, neither on the 
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mobile device nor in the merchant’s environment. Please refer to Figure 4 for a detailed 

description of the data flow. Reduction of applicable controls for this scenario is further 

described in Appendix F.  

b. SSO Scenario: Card payments are made through the web or a mobile device with a vendor 

developed application. In this scenario, cardholder data is inputted in the application forms 

pulled from the PCI DSS compliant InstaMed hosted webserver (which was validated as part 

of the service provider validation). Since forms do not persist on a mobile device, merchants 

can reduce their PCI DSS scope (details are provided in Appendix C). Please refer to Figure 5 

for a detailed description of the data flow. 

c. Embedded iFrame Scenario: Card payments are made through the web or a mobile device 

with a vendor developed application. In this scenario, cardholder data is inputted in the 

application forms pulled via iFrame technology from the PCI DSS compliant InstaMed hosted 

webserver (which was validated as part of the service provider validation). Since forms do not 

persist in the browser or on a mobile device, merchants can reduce their PCI DSS scope 

(details are provided in Appendix C). Please refer to Figure 6 for a detailed description of the 

data flow. 

d. Web Services Scenario: Card payments can be submitted to the merchant using web 

services. In this scenario, cardholder data is inputted in the application forms hosted by the 

merchant, and the data is submitted to the InstaMed servers using Transport Layer Security 

(TLS) encryption while in transit. Please refer to Figure 7 for a detailed description of the data 

flow.  Reduction of applicable controls for this scenario is further described in Appendix G.  

e. Standalone with Payment Notification Scenario: Card payments made through the web or 

mobile device directly into the InstaMed Patient Portal.  In this scenario, cardholder data is 

inputted in the application forms pulled from the PCI DSS compliant InstaMed hosted 

webserver (which was validated as part of the service provider validation).  Payment 

information is sent back to vendor via either real-time webhook or batch EOD file. Please refer 

to Figure 8 for a detailed description of the data flow. 

f. InstaMed Secure Token Scenario: Card payments made through the web or mobile device 

directly into the InstaMed Patient Portal.  In this scenario, cardholder data is inputted in the 

application forms pulled from the PCI DSS compliant InstaMed hosted webserver (which was 

validated as part of the service provider validation).  Only a token of the card is sent back to 

vendor via either real-time webhook or batch EOD file. Please refer to Figures 9a and 9b for a 

detailed description of the data flow. 

g. InstaMed VoIP Protection Payment over VoIP Scenario: InstaMed VoIP Protection removes 

the card data from the call recording using Dual Tone -Multi Frequency (DTMF) masking. A 

separately validated PA-DSS payment application handles the cardholder data received over 

the phone allowing further reduction of PCI DSS scope for the organization. Reduction of 

applicable controls for this scenario is further described in Appendix E. 

 

The data flow diagrams below depict InstaMed workflows for different scenarios mentioned above.  
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NETWORK AND DATAFLOW DIAGRAMS FOR THE 
IMPLEMENTATION SCENARIOS 
INSTAMED ONLINE - MERCHANT-INITIATED SCENARIO 

 
Figure 1: Direct login to InstaMed Online with cardholder data entry via MagTek and Ingenico devices 

Typical sale transaction 

1. Merchant launches web browser and logs in to InstaMed Online. 

2. Merchant initiates payment in InstaMed Online. 

3. InstaMed Online engages credit card device. 

4. Cardholder data is encrypted at the POI and transmitted to the InstaMed platform. 

5. InstaMed decrypts the cardholder data using Ingenico or MagTek Magensa Services or using 

InstaMed HSMs, then repackages the data.  

6. InstaMed transmits the unencrypted cardholder data to the payment network via TLS (versions 1.1,  

1.2, and 1.3 are supported).  

7. The payment network transmits a response (approval or decline) back to InstaMed.  

8. InstaMed forwards the response to the device. 

9. If EMV, the device approves or declines the transaction and sends the response back to InstaMed. 
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INTEGRATED MERCHANT-INITIATED AND SELF-SERVICE KIOSK SCENARIO 

 

Figure 2: Integrated workflow with cardholder data entry via MagTek and Ingenico devices 

Typical sale transaction 

1. Merchant launches vendor application. 

2. Merchant initiates payment in vendor application. 

3. .NET API engages credit card device. 

4. Merchant taps, inserts (MagTek DynaPro, Ingenico), or swipes payment card (Ingenico, DynaPro, 

Dynamag, uDynamo, or DynaPad) or keys in (Ingenico, DynaPad, or DynaPro) card data.  

5. Card data is encrypted at the POI and transmitted via the .NET API to InstaMed Connect. 

6. InstaMed decrypts the card data using Ingenico or MagTek Magensa Services or using InstaMed 

HSMs, then repackages the data.  

7. InstaMed transmits the unencrypted card data to the payment network via TLS (versions 1.1, 1.2, 

and 1.3 are supported).  

8. The payment network transmits a response (approval or decline) back to InstaMed.  

9. InstaMed forwards the response to the device through the .NET API.  

10. If EMV, the device approves or declines the transaction and sends the response back through the 

.NET API to the vendor application. 
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MERCHANT-INITIATED - SSO SCENARIO WITH WEB SERVICES 

 
Figure 3: Integrated workflow with SSO scenario with Web Services  

Typical sale transaction 

1. User logs on to vendor application and initiates payment from vendor application. 

2. Vendor application makes SSO authentication request to InstaMed. 

3. InstaMed sends back SSO authentication response token. 

4. Vendor application passes payment transaction to InstaMed with SSO token. 

5. InstaMed receives payment request and logs user on to requested page using SSO token, pre-

populating data passed in request. 

6. User clicks button on InstaMed screen to engage device. 

7. Cardholder taps, inserts, swipes card, or keys in cardholder data. 

8. Cardholder data is encrypted at the POI and transmitted to InstaMed. 

9. InstaMed decrypts the cardholder data using Ingenico or MagTek Magensa Services or using 

InstaMed HSMs, then repackages the data.  

10. InstaMed transmits the unencrypted cardholder data to the payment network via TLS (versions 1.1, 

1.2 and 1.3 are supported).  

11. The payment network transmits a response (approval or decline) back to InstaMed.  

12. InstaMed displays payment receipt to user. 

13. Response is received using webhook. 
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Typical void or refund 

1. User logs on to vendor application. 

2. User initiates void or refund from vendor application. 

3. Vendor application sends request to InstaMed Connect. 

4. InstaMed Connect processes void or refund and sends response back to vendor application. 

 

E-COMMERCE – IN-APP APPLE PAY SCENARIO 

 
Figure 4: Mobile application workflow with Apple Pay processing implemented 

When the user presses the Apple Pay button, the app performs the following:  

1. Creates a payment request including  

a. Amount,  

b. Apple Pay merchant ID,  

c. Description. 

2. Initializes Apple Pay user interface (UI) controller with the payment request. 

3. Implements callback method. 

4. Hands control to Apple Pay UI controller. 

5. Apple Pay UI is displayed.  The user selects the card and confirms with the fingerprint scanner.   

6. Apple Pay invokes the callback method with the encrypted data block. 

7. App sends encrypted data block to InstaMed to convert it to a single-use token. 

8. App sends single-use token with payment request to InstaMed. 

9. InstaMed decrypts the token and processes the payment and returns a response. 

10. App receives response and displays receipt. 
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E-COMMERCE – SSO SCENARIO 

 
Figure 5: E-commerce – SSO from vendor application to InstaMed Patient Portal workflow 

Typical sale transaction 

1. Consumer initiates payment on vendor application. 

2. Vendor initiates a SSO authentication request to InstaMed Patient Portal. 

3. InstaMed Patient Portal send vendor application SSO token. 

4. Vendor sends information with SSO token to InstaMed Patient Portal. 

5. InstaMed Patient Portal launches in browser window on consumer’s device. 

6. Consumer enters card data into InstaMed’s application hosted in a PCI Level 1 compliant platform.   

7. Card data is encrypted in the secure browser via TLS (versions 1.1, 1.2, and 1.3 are supported). 

8. InstaMed decrypts the data transmits the unencrypted card data to the payment network via TLS 

(versions 1.1, 1.2, and 1.3 are supported).  

9. The payment network transmits a response (approval or decline) back to InstaMed.  

10. InstaMed displays payment receipt to consumer. 
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E-COMMERCE - EMBEDDED IFRAME SCENARIO 

 
Figure 6: E-commerce workflow with embedded iFrame scenario 

Typical sale transaction 

1. Consumer initiates payment on vendor application. 

2. Vendor displays forms hosted on the InstaMed platform within an iFrame. 

3. Consumer enters card data into forms provided by InstaMed’s application hosted in a PCI Level 1 

compliant platform.   

4. Card data is encrypted by the browser during transmit using TLS (versions 1.1, 1.2, and 1.3 are 

supported). 

5. InstaMed decrypts the data and transmits the unencrypted card data to the payment network via 

TLS (versions 1.1, 1.2, and 1.3 are supported).  

6. The payment network transmits a response (approval or decline) back to InstaMed.  

7. InstaMed displays payment receipt to consumer. 
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E-COMMERCE – WEB SERVICES SCENARIO 

 
Figure 7: E-commerce – Vendor application – InstaMed Connect Web Services 

Typical sale transaction 

1. Consumer enters card data via mobile or web browser into vendor application. 

2. Card data is transmitted to InstaMed Connect.  

3. InstaMed Connect transmits the card data to the payment network via TLS (versions 1.1, 1.2, and 

1.3 are supported).  

4. The payment network transmits a response (approval or decline) back to InstaMed Connect. 

5. InstaMed Connect sends response back to vendor application. 
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E-COMMERCE – INSTAMED PATIENT PORTAL SCENARIO 

 
Figure 8: E-commerce – standalone InstaMed Patient Portal 

Typical sale transaction 

1. Consumer launches InstaMed Patient Portal in mobile or web browser. 

2. Consumer enters card data into InstaMed’s application hosted in a PCI Level 1 Compliant platform.   

3. Card data is encrypted in the secure browser via TLS (versions 1.1, 1.2, and 1.3 are supported). 

4. InstaMed decrypts the data transmits the unencrypted card data to the payment network via TLS 

(versions 1.1, 1.2, and 1.3 are supported).  

5. The payment network transmits a response (approval or decline) back to InstaMed.  

6. InstaMed displays payment receipt to consumer. 
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E-COMMERCE – INSTAMED SECURE TOKEN SCENARIO 

 

Figure 9a: E-commerce – InstaMed Secure Token scenario 

 

 

 

 

 

 

Figure 9b: E-commerce – InstaMed Secure Token scenario via Native App 
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Typical sale transaction 

1. Consumer launches portal in mobile or web browser (Figure 9a) or in the Native App with the UI 

(Figure 9b). 

2. Card data is transmitted to InstaMed via TLS (versions 1.1, 1.2, and 1.3 are supported). 

3. InstaMed Connect transmits the card data to the Tokenization Service via TLS (versions 1.1, 1.2, 

and 1.3 are supported).  

4. Secure token is sent back to consumer’s web browser 

5. When consumer finishes payment workflow, the Secure Token is sent back to InstaMed 

6. InstaMed reassociates Secure Token with cardholder data 

7. Credit card is sent to the Paymnent Processing networking  

8. InstaMed Connect sends response back to the vendor application 

9. InstaMed displays payment receipt to consumer. A copy of the token may be stored locally for all 

future references. 
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INSTAMED VOIP PROTECTION PAYMENT OVER VOIP SCENARIO  

 

Figure 10: VoIP – Payment accepted over VoIP using InstaMed VoIP Protection  

 

Typical sale transaction 

1. Consumer calls in to the merchant over phone line. 

2. Merchant logs in to InstaMed Online directly through their web browser or via single sign-on from 

vendor application. 

3. Merchant initiates Secure VoIP session within InstaMed Online. 

4. Merchant enters session ID from InstaMed Online into their telephone keypad to link the telephony 

session with the InstaMed session. 

5. Upon payment submission, card data is sent from InstaMed VoIP Protection to Payment 

Processing networks via InstaMed Connect, bypassing merchant environment. 

6. InstaMed Connect sends response back to the vendor application 

7. InstaMed displays payment receipt to the merchant.  
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IVR WITHOUT VOIP PROTECTION  

 

Figure 11: IVR without VoIP Protection 
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1. Consumer calls in to the merchant over phone line. 

2. Consumer is directed via IVR to enter payment card data 

3. Data flows from consumer via phone carrier to PBX/IVR 

4. Cardholder is sent from IVR system to InstaMed Connect for payment processing 

 

 

FIGURE 12: KEYED ENTRY OF CREDIT CARD INFORMATION DIRECTLY INTO INSTAMED ONLINE 

1. Merchant launches InstaMed Online 

2. Merchant keys in cardholder data onto local PC into InstaMed Online 

3. Web browser leverages TLS versiosn 1.1, 1.2, and 1.3 to encrypt the cardholder data over the 

Internet 

4. InstaMed decrypts the TLS traffic and transmits the unencrypted card data to the payment network  

5. The payment network transmits a response (approval or decline) back to InstaMed.  

6. InstaMed shows the response to the merhcant in InstaMed Online  

ASSESSMENT SCOPE 
Coalfire assessed the critical elements that validate the security and effectiveness of InstaMed. As part of 

this assessment, Coalfire conducted in-depth analysis of essential compliance fundamentals for merchants, 

service providers and the QSA community. 
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METHODOLOGY 
Coalfire used industry best practices in its assessment and testing methodologies, including standard audit 

methods. Coalfire conducted testing within a test lab, performed examination of the MagTek and Ingenico 

devices integration with InstaMed Online, transactional testing, device assessment and forensic analysis. 

IMPACT ON MERCHANT’S AND VENDOR’S PCI DSS 
AUDIT APPLICABLE CONTROLS  
There will always be certain controls for PCI DSS compliance that must be independently assessed in any 

merchant’s environment. PCI DSS compliance applies to any merchant that transmits, processes or stores 

cardholder data anywhere in its physical environment. However, by properly implementing InstaMed Patient 

Payments and the InstaMed Patient Portal, a merchant may be able to reduce the amount of applicable 

controls during a PCI DSS compliance audit. 

NOTE: The reduction of applicable controls introduced in the table below only applies to PTS-approved 

(3.0 or greater at a minimum) devices such as the Ingenico devices that are supported by InstaMed. 

Reduction of applicable controls for all other supported devices (DynaPad, DynaPro, ImageSafe, iDynamo, 

cDynamo and uDynamo) is entirely at the discretion of a merchant’s acquiring bank during PCI DSS audits. 
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SUMMARY CHARTS OF POTENTIAL IMPACT TO APPLICABLE 
CONTROLS FOR EACH IMPLEMENTATION SCENARIO 
In the charts below, we show how a particular implementation scenario impacts 12 requirements of the PCI 

DSS standard. This is a high-level overview that is supported with detailed review in the Appendices. 

Merchant-Initiated or Self-Service Kiosk Payments using Healthcare 

Payments P2PE Solution Validated 

In this scenario, cardholder data is inputted through the attached Ingenico card reader and supports multiple 

methods of input, including: swipe, manual entry, EMV and NFC. Data is always immediately encrypted at 

the moment of input inside the device’s SRED tamper-resistant module.  Integration to InstaMed Online, 

InstaMed Connect Web Services or InstaMed Connect .NET API is available through this solution. 

PCI DSS 
requirement 

Major 
Impact 

Moderate 
Impact 

Minor 
Impact 

1 X   

2 X   

3 X   

4 X   

5 X   

6 X   

7 X   

8 X   

9 
 

X  

10 X   

11 X   

12   X 

 

The application is not in scope for the PA-DSS requirements and significantly reduces the amount of PCI 

DSS requirements; therefore, eligible merchants may complete SAQ P2PE. 

For detailed information on which requirement was impacted, please refer to the Appendix A: PCI DSS 

requirements remaining for Healthcare Payments P2PE Solution Validated. 

  

Major Impact
84%

Moderate
Impact

8%

Minor
Impact

8%

Impact on PCI DSS controls



SECURITY & ENCRYPTION IN HEALTHCARE PAYMENTS | White Paper      37 

 

Merchant-Initiated or Self-Service Kiosk Payments using Healthcare 

Payments P2PE Standard 

In this scenario, cardholder data is inputted through the attached card reader and supports multiple methods 

of input, including: swipe, manual entry, EMV and NFC. Depending on the model of the reader attached, 

multiple methods of cardholder data input are supported; however, data is always immediately encrypted 

at the moment of input.  Integration to InstaMed Online, InstaMed Connect Web Services or InstaMed 

Connect .NET API is available through this solution. 

PCI DSS 
requirement 

Major 
Impact 

Moderate 
Impact 

Minor 
Impact 

1 
 

X  

2 
 

X  

3 X   

4 X   

5 
 

X  

6 X   

7 X   

8 
 

X  

9 X   

10 
 

X  

11 X   

12   X 

 

The application is not in scope for the PA-DSS requirements and significantly reduces the amount of PCI 

DSS requirements, therefore merchants and vendors might be eligible for SAQ attestation; however, that 

should be decided by the acquirer. 

For detailed information on which requirement was impacted, please refer to the Appendix B: PCI DSS 

requirements impact for InstaMed Online. 
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E-commerce – In-App Apple Pay via InstaMed Connect  
In this scenario, merchants do not operate with credit cards and instead have access to tokens only. This 

technology never requires credit card data to be inputted in the application. The table below shows the 

impact of this solution for the vendor: 

PCI DSS 
requirement 

Major 
Impact 

Minor 
Impact 

1 X  

2 X  

3 X  

4 X  

5 X  

6 X  

7 X  

8 X  

9 X  

10 X  

11 X  

12  X 

 

This scenario is the least impactful for the merchant and would keep their application out of scope of PA-

DSS as well as significantly reduce the scope of PCI DSS requirements for the merchant and vendor. 

Reduction of applicable controls for this scenario is further described in Appendix F.  
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E-commerce – SSO to InstaMed Patient Portal 
In this scenario, cardholder data is inputted by the end user through the merchant’s application that displays 

InstaMed content in the frame and only supports manual card input.  

 

 

The application is not in scope for the PA-DSS requirements and significantly reduces the amount of PCI 

DSS requirements, therefore merchants and vendors might be eligible for SAQ attestation; however, that 

should be decided by the acquirer. 

For detailed information on which requirement was impacted, please refer to the Appendix C: PCI DSS 

requirements impact for payment through the website using SSO or embedded iFrame. 

 

  

PCI DSS 
requirement 

Major 
Impact 

Moderate 
Impact 

Minor 
Impact 

1 X   

2 
 

X  

3 X   

4 
 

X  

5 
 

X  

6 
 

X  

7 
 

X  

8 
 

X  

9 
 

X  

10 
 

X  

11 
 

X  

12   X 
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E-commerce – Embedded iFrame 
In this scenario, cardholder data is inputted by the end user within an iFrame that displays InstaMed content 

in an iFrame and only supports manual card input.  

 

 

The application is not in scope for the PA-DSS requirements and significantly reduces the amount of PCI 

DSS requirements, therefore merchants and vendors might be eligible for SAQ attestation; however, that 

should be decided by the acquirer. 

For detailed information on which requirement was impacted, please refer to the Appendix C: PCI DSS 

requirements impact for payment through the website using SSO or Embedded iFrame. 

 

  

PCI DSS 
requirement 

Major 
Impact 

Moderate 
Impact 

Minor 
Impact 

1 X   

2 
 

X  

3 X   

4 
 

X  

5 
 

X  

6 
 

X  

7 
 

X  

8 
 

X  

9 
 

X  

10 
 

X  

11 
 

X  

12   X 
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E-commerce – InstaMed Connect Web Services 
In this scenario, cardholder data is inputted by the end user through the forms created by the merchant and 

only supports manual card input. There is no significant reduction of applicable controls for the merchant, 

although this scenario would have minor impact on most of the PCI DSS requirements. 

 

 

This scenario has minimal impact on merchant’s and vendor’s compliance status and is designed to work 

in conjunction with other solutions from InstaMed and never be used as a standalone solution. 

 

  

PCI DSS 
requirement 

Major 
Impact 

Moderate 
Impact 

Minor 
Impact 

1 
 

 X 

2 
 

 X 

3 
 

 X 

4 
 

 X 

5 
 

 X 

6 
 

 X 

7 
 

 X 

8 
 

 X 

9 
 

 X 

10 
 

 X 

11 
 

 X 

12   X 
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E-commerce – InstaMed Secure Token 
In this scenario, cardholder data is inputted by the end user within a native mobile application or web 

interface. In both scenarios an iFrame technology is used that displays InstaMed content in an iFrame and 

only supports manual card input. Additionally, a token is received to be stored instead of actual cardholder 

data, therefore allowing for more functionality and flexibility when it comes to recurring payments as well as 

storing payment information on file with the patient’s record. 

 

 

The application is not in scope for the PA-DSS requirements and significantly reduces the amount of PCI 

DSS requirements. This scenario utilizes iFrame for initial card capture as well as uses tokens when it 

comes to storage of cardholder data, therefore merchants and vendors might be eligible for SAQ attestation; 

however, that should be decided by the acquirer. 

For detailed information on which requirement was impacted, please refer to the Appendix D: PCI DSS 

requirements impact for payment through the website using embedded iFrame with tokenization. 

  

PCI DSS 
requirement 

Major 
Impact 

Moderate 
Impact 

Minor 
Impact 

1 X   

2 
 

X  

3 X   

4 
 

X  

5 
 

X  

6 
 

X  

7 
 

X  

8 
 

X  

9 
 

X  

10 
 

X  

11 
 

X  

12   X 
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InstaMed VoIP Protection integration 
In this scenario, cardholder data is inputted by the end user via phone DTMF tones. InstaMed VoIP 

Protection provides technology that capures end-user input of the credit card data over VoIP channel via 

digital tones. This captured card number is further processed by the PA-DSS validated payment application. 

 

 

Neither merchant’s nor InstaMed’s application is in scope for the PA-DSS requirements. The amount of PCI 

DSS requirementsis reduced due to the use of a PA-DSS validated payment application for all card capture, 

therefore merchants and vendors might be eligible for SAQ attestation; however, that should be decided by 

the acquirer. 

For detailed information on which requirement was impacted, please refer to the Appendix D: PCI DSS 

requirements impact for payment through the website using embedded iFrame with tokenization. 

  

PCI DSS 
requirement 

Major 
Impact 

Moderate 
Impact 

Minor 
Impact 
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APPENDIX A: PCI DSS REQUIREMENTS REMAINING 
FOR HEALTHCARE PAYMENTS P2PE SOLUTION 
VALIDATED 
ELIGIBIL ITY 
Merchants wishing to participate in InstaMed’s Healthcare Payments P2PE Solution Validated program 

must meet the following list of eligibility requirements adapted from the PCI DSS v3.2 SAQ P2PE, Rev 1.1-

Jan 2017: 

ELIGIBILITY REQUIREMENTS 

All payment processing is via the following validated PCI P2PE solution approved and listed by the PCI SSC: 

 

Name of P2PE Solution Provider: InstaMed Communications, LLC 
Name of P2PE Solution:  Healthcare Payments P2PE 
PCI SSC Reference Number:   2021-01069.003 
Listed P2PE POI Devices used by Merchant: Ingenico Lane 3000 (4-30310) 

Ingenico Lane 5000 (4-20324) 
Ingenico Lane 7000 (4-30226) 
Ingenico Link 2500 (4-30326) 

 

The only systems in the merchant environment that store, process, or transmit account data are the Ingenico Lane 

3000, Lane 5000, Lane 7000, and Link 2500 devices, which are approved for use with the validated and PCI-listed 

P2PE solution. 

Merchant does not otherwise receive or transmit cardholder data electronically. 

Merchant verifies there is no legacy storage of electronic cardholder data in the environment. 

If merchant does store cardholder data, such data is only in paper reports or copies of paper receipts and is not 

received electronically. 

Merchant has implemented all controls in the InstaMed Healthcare Payments Validated P2PE Instruction 
Manual (PIM). 
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ASSESSMENT 
Merchants who meet the eligibility criteria above may assess in one of the following ways:  Self-assessing 

merchants may submit the SAQ P2PE, which contains a small subset of controls from the PCI DSS version 

3.2.  On the other hand, merchants who must complete a Report on Compliance may consider all controls 

not listed below as non-applicable, marking them N/A, and completing the Explanation of Non-Applicability 

for excluded controls based on the eligibility and use of the InstaMed PCI-listed P2PE solution. 

Merchants who do not meet the eligibility criteria above, or otherwise wish to opt-out of the validated P2PE 

solution, may reference applicable controls from the relevant appendices below related to Healthcare 

Payments P2PE Standard or consult a QSA and/or acquirer to properly scope and assess their unique 

environment. 

APPLICABLE CONTROLS 
The relevant requirements for merchants using validated P2PE comprise only the listed requirements 

below.  All requirements not listed below are inapplicable for eligible merchants.   

PCI DSS REQUIREMENTS VERSION 3.2 COMMENTS 

Requirement 3: Protect stored cardholder data 

3.1 Keep cardholder data storage to a minimum by implementing data 

retention and disposal policies, procedures and processes that include 

at least the following for all cardholder data (CHD) storage: 

• Limiting data storage amount and retention time to that which 

is required for legal, regulatory, and/or business requirements 

• Specific retention requirements for cardholder data 

• Processes for secure deletion of data when no longer needed 

• A quarterly process for identifying and securely deleting stored 

cardholder data that exceeds defined retention. 

Since P2PE-encrypted data prevents the 

merchant from accessing cardholder data 

(CHD) electronically, this requirement is 

intended to address retention policies for 

paper-based storage of CHD.  If the 

merchant never prints CHD on paper, this 

requirement is N/A. 

3.2.2 Do not store the card verification code or value (three-digit or four-

digit number printed on the front or back of a payment card used to 

verify card-not-present transactions) after authorization. 

Similar to 3.1, if the merchant never 

requests or writes down the card security 

code, this requirement is N/A. 

3.7 Ensure that security policies and operational procedures for 

protecting stored cardholder data are documented, in use, and known to 

all affected parties. 

If the merchant has paper storage of 

account data, the merchant must have 

policies and procedures in place. 

Requirement 9: Restrict physical access to cardholder data 

9.5 Physically secure all media. Since P2PE prevents access to account 

data, these requirements may be N/A if no 

paper and electronic media contain 

account data. 

9.8 Destroy media when it is no longer needed for business or legal 

reasons as follows: 

9.8.1 Shred, incinerate, or pulp hard-copy materials so that cardholder 

data cannot be reconstructed. Secure storage containers used for 

materials that are to be destroyed. 

9.9 Protect devices that capture payment card data via direct physical 

interaction with the card from tampering and substitution. 

Implementing policies and procures that 

protect the encryption devices from 

tampering (e.g., the addition of a skimmer) 

and substitution (e.g., the replacement of 

the legitimate device with a shill device) is 

the most important merchant control for 

merchants using a PCI-P2PE solution.   

9.9.1 Maintain an up-to-date list of devices. The list should include the 

following: 

• Make, model of device 

• Location of device (for example, the address of the site or 

facility where the device is located) 
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PCI DSS REQUIREMENTS VERSION 3.2 COMMENTS 

• Device serial number or other method of unique identification. 9.9, 9.9.1, 9.9.2, and 9.9.3 ensure that an 

accurate list of devices is maintained, that 

devices are secured and inspected 

periodically, and that personnel are trained 

to identify tampered devices or suspicious 

activity involving the devices. 

9.9.2 Periodically inspect device surfaces to detect tampering (for 

example, addition of card skimmers to devices), or substitution (for 

example, by checking the serial number or other device characteristics 

to verify it has not been swapped with a fraudulent device). 

9.9.3 Offer training for personnel to be aware of attempted tampering or 

replacement of devices. Training should include the following: 

• Verify the identity of any third-party persons claiming to be 

repair or maintenance personnel, prior to granting them access 

to modify or troubleshoot devices. 

• Do not install, replace, or return devices without verification. 

• Be aware of suspicious behavior around devices (for example, 

attempts by unknown persons to unplug or open devices). 

• Report suspicious behavior and indications of device 

tampering or substitution to appropriate personnel (for 

example, to a manager or security officer). 

9.10 Ensure that security policies and operational procedures for 

restricting physical access to cardholder data are documented, in use, 

and known to all affected parties. 

This requirement addresses the need for 

documentation, implementation, and 

education related to the policies and 

procedures related to 9.5, 9.8, and 9.9 

above. 

Requirement 12: Maintain a policy that addresses information security for all personnel 

12.1 Establish, publish, maintain, and disseminate a security policy. All merchants should maintain an active 

security policy that is appropriate for its 

size and complexity of operations.  In the 

SAQ P2PE, it states that “such a policy 

could be a simple document that covers 

how to protect the store and payment 

devices in accordance with the P2PE 

Instruction Manual (PIM), and who to call 

in an emergency.” 

12.1.1 Review the security policy at least annually and update the policy 

when the environment changes. 

12.4 Ensure that the security policy and procedures clearly define 

information security responsibilities for all personnel. 

The security policy should assign 

responsibilities based on employee role. 

12.5 Assign to an individual or team the following information security 

management responsibilities: 

While P2PE significantly reduces the 

possibility of certain security incidents, a 

sound incident response plan is vital to 

ensure any potential issues that remain 

are addressed timely. 

12.5.3 Establish, document, and distribute security incident response 

and escalation procedures to ensure timely and effective handling of all 

situations. 

12.6 Implement a formal security awareness program to make all 

personnel aware of the cardholder data security policy and procedures. 

People-oriented vulnerabilities continue to 

pose a risk to organizations, and training 

employees to maintain physical security 

and prevent social engineering attacks is 

important. 

12.8 Maintain and implement policies and procedures to manage 

service providers with whom cardholder data is shared, or that could 

affect the security of cardholder data, as follows: 

Service providers such as InstaMed play 

an important role to the merchant’s credit 

card processing security.  Documenting 
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PCI DSS REQUIREMENTS VERSION 3.2 COMMENTS 

12.8.1 Maintain a list of service providers including a description of the 

service provided. 

and managing the service provider 

relationship ensures that the merchant has 

vetted each service provider, is aware of 

their respective roles, and monitors their 

compliance in order to continue providing 

ongoing secure processing year after year. 

12.8.2 Maintain a written agreement that includes an acknowledgement 

that the service providers are responsible for the security of cardholder 

data the service providers possess or otherwise store, process or 

transmit on behalf of the customer, or to the extent that they could 

impact the security of the customer’s cardholder data environment. 

12.8.3 Ensure there is an established process for engaging service 

providers including proper due diligence prior to engagement. 

12.8.4 Maintain a program to monitor service providers’ PCI DSS 

compliance status at least annually. 

12.8.5 Maintain information about which PCI DSS requirements are 

managed by each service provider, and which are managed by the 

entity. 

12.10 Implement an incident response plan. Be prepared to respond 

immediately to a system breach. 

While P2PE significantly reduces the 

possibility of certain security incidents, a 

sound incident response plan is vital to 

ensure any potential issues that remain 

are addressed timely. 

12.10.1 Create the incident response plan to be implemented in the 

event of system breach. Ensure the plan addresses the following, at a 

minimum: 

• Roles, responsibilities, and communication and contact 

strategies in the event of a compromise including notification of 

the payment brands, at a minimum 

• Specific incident response procedures 

• Business recovery and continuity procedures 

• Data backup processes 

• Analysis of legal requirements for reporting compromises 

• Coverage and responses of all critical system components 

• Reference or inclusion of incident response procedures from 

the payment brands. 

  



SECURITY & ENCRYPTION IN HEALTHCARE PAYMENTS | White Paper      48 

 

APPENDIX B: PCI DSS REQUIREMENTS IMPACT 
FOR MERCHANT-INITIATED PAYMENTS WITH 
INSTAMED ONLINE USING HEALTHCARE 
PAYMENTS P2PE STANDARD 

APPLICABLE 
CONTROL 

LEVEL 

DESCRIPTION 

1 
Properly implemented, this solution could greatly lower the amount of applicable controls during 

a PCI DSS audit. Depending on the merchant’s CDE, some validation from the QSA may still be 

required. 

2 
Properly implemented, this solution could somewhat lower the amount of applicable controls 

during a PCI DSS audit. Depending on the merchant’s CDE, some validation from the QSA may 

still be required. 

 

NOTE – If a specific requirement is not listed, then that requirement is either not or only slightly impacted 

by proper implementation of the InstaMed solution and will probably still be applicable during a PCI DSS 

audit. 

PCI DSS REQUIREMENTS VERSION 3.2.1 KEY COMMENTS 

Requirement 1: Install and maintain a firewall configuration to protect cardholder data. 

1.3.4 Do not allow unauthorized outbound traffic from the 

CDE to the Internet. 

 

2 Managing all outbound traffic can be difficult in 

a large, distributed environment. While this 

control is still applicable, compliance can be 

simplified because the merchant can simplify 

the rule sets to ensure that encrypted traffic is 

passed directly to InstaMed. 

1.3.6 Place system components that store cardholder data 

(such as a database) in an internal network zone, 

segregated from the DMZ and other untrusted networks. 

1 Since there is no cardholder database, 

segmentation is not required. However, 

separating any database from the DMZ so that 

it is not directly accessible is a best practice 

and would still be recommended. 

1.4 Install personal firewall software or equivalent function 

on any portable computing devices (including company 

and/or employee-owned) that connect to the Internet when 

outside the network (for example, laptops used by 

employees), and which are used to access the CDE. 

2 This requirement can be significantly reduced 

since most mobile/employee computers should 

not have access to the limited components in 

the CDE. Only specific IT administrators should 

have access to critical components in the CDE, 

and their mobile devices should have personal 

firewalls installed. 

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters. 

2.1 Always change vendor-supplied defaults and remove or 

disable unnecessary default accounts before installing a 

system on the network. 

 

2 The applicable controls for this requirement 

can be significantly reduced because almost all 

merchant devices, servers and workstations 

can be removed from testing, as they do not 

process or store cardholder data and this 

control does not apply to them. However, this 

requirement will still apply to perimeter 
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PCI DSS REQUIREMENTS VERSION 3.2.1 KEY COMMENTS 

firewalls/IDS/routers/wireless in the merchant 

environment. 

2.2 Develop configuration standards for all system 

components. Assure that these standards address all 

known security vulnerabilities and are consistent with 

industry-accepted system hardening standards. 

Sources of industry-accepted system hardening standards 

may include, but are not limited to: 

• Center for Internet Security (CIS) 

• International Organization for Standardization 

(IOS) 

• SysAdmin Audit Network Security 

• (SANS) Institute 

• National Institute of Standards Technology (NIST) 

2 See 2.1 

2.2.2 Enable only necessary and secure services, 

protocols, daemons, etc., as required for the function of the 

system. 

2 Still applies to perimeter network systems only. 

2.2.3 Implement additional security features for any 

required services, protocols, or daemons that are 

considered to be insecure 

2 Still applies to perimeter network systems only. 

2.2.4 Configure system security parameters to prevent 

misuse. 

2 Still applies to perimeter network systems only. 

2.2.5 Remove all unnecessary functionality, such as 

scripts, drivers, features, subsystems, file systems, and 

unnecessary web servers. 

2 Still applies to perimeter network systems only. 

2.3 Encrypt all non-console administrative access using 

strong cryptography. 
2 Still applies to perimeter network systems only. 

Requirement 3: Protect stored cardholder data. 

3.1 Keep cardholder data storage to a minimum by 

implementing data-retention and disposal policies, 

procedures and processes that include at least the 

following for all CHD storage: 

• Limiting data storage amount and retention time to 

that which is required for legal, regulatory, and 

business requirements. 

• Processes for secure deletion of data when no 

longer needed. 

• Specific retention requirements for cardholder 

data. 

• A quarterly process for identifying and securely 

deleting stored cardholder data that exceeds 

defined retention. 

1 No cardholder data is stored in the merchant’s 

environment with this solution. 

 

3.2 Do not store sensitive authentication data after 

authorization (even if encrypted). 

Sensitive authentication data includes the data as cited in 

the following Requirements 3.2.1 through 3.2.3. 

NOTE: It is permissible for issuers and companies that 

support issuing services to store sensitive authentication 

1 Sensitive authentication data is not stored at 

any time with this solution. 
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PCI DSS REQUIREMENTS VERSION 3.2.1 KEY COMMENTS 

data if there is a business justification and the data is 

stored securely. 

3.2.1 Do not store the full contents of any track (from the 

magnetic stripe located on the back of a card, equivalent 

data contained on a chip, or elsewhere). This data is 

alternatively called full track, track, track 1, track 2, and 

magnetic-stripe data. 

NOTE: In the normal course of business, the following data 

elements from the magnetic stripe may need to be retained: 

• Cardholder’s name 

• Primary account number (PAN) 

• Expiration date 

• Service code 

To minimize risk, store only these data elements as needed 

for business. 

1 Magnetic stripe data is not stored at any time 

with this solution. 

 

 

3.2.2 Do not store the card-verification code or value 

(three-digit or four-digit number printed on the front or back 

of a payment card) used to verify card-not-present 

transactions. 

1 Card verification codes/values are not stored at 

any time with this solution. 

 

3.2.3 Do not store the personal identification number (PIN) 

or the encrypted PIN block. 

1 PIN codes are not stored at any time with this 

solution. 

3.3 Mask PAN when displayed (the first six and last four 

digits are the maximum number of digits to be displayed), 

such that only personnel with a legitimate business need 

can see more than the first six/last four digits of the PAN. 

NOTE: This requirement does not supersede stricter 

requirements in place for displays of cardholder data – for 

example, legal or payment card brand requirements for 

point-of-sale (POS) receipts. 

1 PAN is not stored or displayed with this 

solution. 

 

 

3.4 Render PAN unreadable anywhere it is stored 

(including on portable digital media, backup media and in 

logs) by using any of the following approaches: 

• One-way hashes based on strong cryptography 

(hash must be of the entire PAN) 

• Truncation (hashing cannot be used to replace the 

truncated segment of PAN) 

• Index tokens and pads (pads must be securely 

stored) 

• Strong cryptography with associated key-

management processes and procedures 

NOTE: It is a relatively trivial effort for a malicious individual 

to reconstruct original PAN data if they have access to both 

the truncated and hashed version of a PAN. Where hashed 

and truncated versions of the same PAN are present in an 

entity’s environment, additional controls should be in place 

to ensure that the hashed and truncated versions cannot be 

correlated to reconstruct the original PAN. 

1 PAN is rendered unreadable from the moment 

it is swiped and is never stored with this 

solution. 
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3.5 Document and implement procedures to protect keys 

used to secure stored cardholder data against disclosure 

and misuse: 

NOTE: This requirement applies to keys used to encrypt 

stored cardholder data, and also applies to key-encrypting 

keys used to protect data-encrypting keys – such key-

encrypting keys must be at least as strong as the data-

encrypting key. 

2 This solution addresses full compliance for this 

control in the merchant environment; however, 

it still requires QSA/merchant validation of the 

third-party service provider (InstaMed).  

3.5.2 Restrict access to cryptographic keys to the fewest 

number of custodians necessary. 

2 See 3.5 

3.5.3 Store secret and private keys used to encrypt/decrypt 

cardholder data in one (or more) of the following forms at 

all times: 

• Encrypted with a key-encrypting key that is at 

least as strong as the data-encrypting key, and 

that is stored separately from the data-encrypting 

key. 

• Within a secure cryptographic device (such as a 

host security module (HSM) or PTS-approved POI 

device). 

• As at least two full-length key components or key 

shares, in accordance with an industry-accepted 

method. 

NOTE: It is not required that public keys be stored in one of 

these forms. 

2 See 3.5 

 

3.5.4 Store cryptographic keys securely and in the fewest 

possible locations and forms. 

2 See 3.5 

3.6 Fully document and implement all key-management 

processes and procedures for cryptographic keys used for 

encryption of cardholder data, including the following: 

NOTE: Numerous industry standards for key management 

are available from various resources including NIST, which 

can be found at http://csrc.nist.gov. 

2 This solution addresses full compliance for this 

control in the merchant environment; however, 

it still requires QSA/merchant validation of the 

third-party service provider (InstaMed).  

 

3.6.1 Generation of strong cryptographic keys. 2 See 3.6 

3.6.2 Secure cryptographic key distribution. 2 See 3.6 

3.6.3 Secure cryptographic key storage. 2 See 3.6 

3.6.4 Cryptographic key changes for keys that have 

reached the end of their cryptoperiod (for example, after a 

defined period of time has passed and/or after a certain 

amount of ciphertext has been produced by a given key), 

as defined by the associated application vendor or key 

owner, and based on industry best practices and guidelines 

(for example, NIST Special Publication 800-57). 

2 See 3.6 

3.6.5 Retirement or replacement (for example, archiving, 

destruction and/or revocation) of keys as deemed 

necessary when the integrity of the key has been 

weakened (for example, departure of an employee with 

2 See 3.6 
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knowledge of a clear-text key), or keys are suspected of 

being compromised. 

NOTE: If retired or replaced cryptographic keys need to be 

retained, these keys must be securely archived (for 

example, by using a key encryption key). Archived 

cryptographic keys should only be used for 

decryption/verification purposes. 

3.6.6 If manual clear-text cryptographic key management 

operations are used, these operations must be managed 

using split knowledge and dual control (for example, 

requiring two or three people, each knowing only their own 

key component, to reconstruct the whole key). 

NOTE: Examples of manual key management operations 

include, but are not limited to: key generation, transmission, 

loading, storage and destruction. 

2 See 3.6 

3.6.7 Prevention of unauthorized substitution of 

cryptographic keys. 

2 See 3.6 

3.6.8 Requirement for cryptographic key custodians to 

formally acknowledge that they understand and accept their 

key-custodian responsibilities. 

2 See 3.6 

Requirement 4: Encrypt transmission of cardholder data across open, public networks. 

4.1 Use strong cryptography and security protocols to 

safeguard sensitive cardholder data during transmission 

over open, public networks, including the following: 

• Only trusted keys and certificates are accepted 

• The protocol in use only supports secure versions 

or configurations 

• The encryption strength is appropriate for the 

encryption methodology in use 

Examples of open, public include but are not limited to: 

• The Internet 

• Wireless technologies, including 802.11 and 

Bluetooth 

• Cellular technologies, for example, Global System 

for Mobile communications (GSM), Code division 

multiple access (CDMA) 

• General Packet Radio Service (GPRS) 

• Satellite communications 

1 Hardware-based encryption encrypts data at 

the swipe terminal, so any data that is 

transmitted is already strongly encrypted. 

4.1.1 Ensure wireless networks transmitting cardholder 

data or connected to the CDE, use industry best practices 

to implement strong encryption for authentication and 

transmission. 

1 See 4.1 

4.2 Never send unprotected PANs by end-user messaging 

technologies (for example, e-mail, instant messaging, chat, 

etc.). 

2 PANs are not available to be sent by e-mail or 

other end-user messaging technologies with 

this solution; however, this control must be 

addressed within administrative policies. 

Requirement 5: Use and regularly update anti-virus software or programs. 
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5.1 Deploy anti-virus software on all systems commonly 

affected by malicious software (particularly personal 

computers and servers). 

2 Only the perimeter firewalls and swipe 

terminals are in scope; however, it is 

recommended to follow industry best practices 

and deploy anti-virus on all systems. 

5.1.1 Ensure that all anti-virus programs are capable of 

detecting, removing and protecting against all known types 

of malicious software. 

2 See 5.1 

5.2 Ensure that all anti-virus mechanisms 

are maintained as follows: 

• Are kept current 

• Perform periodic scans 

• Generate audit logs which are retained per PCI 

DSS Requirement 10.7 

2 See 5.1 

Requirement 6: Develop and maintain secure systems and applications 

6.1 Establish a process to identify security vulnerabilities, 

using reputable outside sources for security vulnerability 

information, and assign a risk ranking (for example, as 

“high,” “medium” or “low”) to newly discovered security 

vulnerabilities. 

NOTE: Risk rankings should be based on industry best 

practices as well as consideration of potential impact. For 

example, criteria for ranking vulnerabilities may include 

consideration of the CVSS base score, and/or the 

classification by the vendor, and/or type of systems 

affected. 

Methods for evaluating vulnerabilities and assigning risk 

ratings will vary based on an organization’s environment 

and risk assessment strategy. Risk rankings should, at a 

minimum, identify all vulnerabilities considered to be a “high 

risk” to the environment. In addition to the risk ranking, 

vulnerabilities may be considered “critical” if they pose an 

imminent threat to the environment, impact critical systems, 

and/or would result in a potential compromise if not 

addressed. Examples of critical systems may include 

security systems, public-facing devices and systems, 

databases, and other systems that store, process, or 

transmit cardholder data. 

1 Controls apply to perimeter network systems 

only. 

6.2 Ensure that all system components and software are 

protected from known vulnerabilities by installing applicable 

vendor-supplied security patches. Install critical security 

patches within one month of release. 

NOTE: Critical security patches should be identified 

according to the risk ranking process defined in 

Requirement 6.1. 

1 Controls apply to perimeter network systems 

only. 

6.3 Develop internal and external software applications 

(including web-based administrative access to applications) 

securely, as follows: 

2 Software applications are not part of the CDE 

and are not needed to be tested as long as 

they are not “payment aware” and cannot be 
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• In accordance with PCI DSS (for example, secure 

authentication and logging). 

• Based on industry standards and/or best 

practices. 

• Incorporate information security throughout the 

software development life cycle. 

NOTE: This applies to all software developed internally as 

well as bespoke or custom software developed by a third 

party. 

used as part of the payment process. This 

lessens the applicability of the control. 

6.3.1 Remove development, test and/or custom application 

accounts, user IDs, and passwords before applications 

become active or are released to customers. 

2 See 6.3 

6.3.2 Review custom code prior to release to 

production or customers in order to identify any potential 

coding vulnerability (using either manual or automated 

processes) to include at least the following: 

• Code changes are reviewed by individuals other 

than the originating code author, and by 

individuals knowledgeable about code review 

techniques and secure coding practices. 

• Code reviews ensure code is developed according 

to secure coding guidelines. 

• Appropriate corrections are implemented prior to 

release. 

• Code review results are reviewed and approved 

by management prior to release. 

NOTE: This requirement for code reviews applies to all 

custom code (both internal and public-facing), as part of the 

system development life cycle. Code reviews can be 

conducted by knowledgeable internal personnel or third 

parties. Public-facing web applications are also subject to 

additional controls, to address ongoing threats and 

vulnerabilities after implementation, as defined at PCI DSS 

Requirement 6.6. 

2 See 6.3 

6.4 Follow change control processes and procedures for all 

changes to system components. The processes must 

include the following: 

2 Controls apply to perimeter network systems 

only. 

6.4.1 Separate development/test environments from 

production environments, and enforce the separation with 

access controls. 

2 See 6.4 

 

6.4.2 Separation of duties between development/test and 

production environments. 

2 See 6.4 

6.4.3 Production data (live PANs) are not used for testing 

or development. 

2 See 6.4 

6.4.4 Removal of test data and accounts before production 

systems become active/goes into production. 

2 See 6.4 

6.4.5 Change control procedures must include the 

following: 

2 See 6.4 
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6.4.5.1 Documentation of impact. 2 See 6.4 

6.4.5.2 Documented change approval by authorized 

parties. 

2 See 6.4 

6.4.5.3 Functionality testing to verify that the change does 

not adversely impact the security of the system. 

2 See 6.4 

6.4.5.4 Back-out procedures. 2 See 6.4 

6.4.6 Upon completion of a significant change, all relevant 

PCI DSS requirements must be implemented on all new or 

changed systems and networks, and documentation 

updated as applicable. 

2 See 6.4 

6.5 Address common coding vulnerabilities in software-

development processes as follows: 

• Train developers at least annually in secure 

coding techniques, including how to avoid 

common coding vulnerabilities, and understanding 

how sensitive data is handled in memory. 

• Develop applications based on secure coding 

guidelines. 

NOTE: The vulnerabilities listed at 6.5.1 through 6.5.10 

were current with industry best practices when this version 

of PCI DSS was published. However, as industry best 

practices for vulnerability management are updated (for 

example, the OWASP Guide, SANS CWE Top 25, CERT 

Secure Coding, etc.), the current best practices must be 

used for these requirements. 

1 The applicable controls will be lessened for 

merchants and mostly apply to components in 

the third-party hosted systems. InstaMed is 

responsible for ensuring their web applications 

are developed in accordance to PCI PA-DSS 

requirements and secure coding best 

practices. 

6.5.1 Injection flaws, particularly SQL injection. Also 

consider OS Command Injection, LDAP and XPath 

injection flaws as well as other injection flaws. 

1 See 6.5 

6.5.2 Buffer overflow. 1 See 6.5 

6.5.3 Insecure cryptographic storage. 1 See 6.5 

6.5.4 Insecure communications. 1 See 6.5 

6.5.5 Improper error handling. 1 See 6.5 

6.5.6 All “high risk” vulnerabilities identified in the 

vulnerability identification process (as defined in PCI DSS 

Requirement 6.1). 

1 See 6.5 

6.5.7 Cross-site scripting (XSS). 1 See 6.5 

6.5.8 Improper access control (such as insecure direct 

object references, failure to restrict URL access, directory 

traversal, and failure to restrict user access to functions). 

1 See 6.5 

6.5.9 Cross-site request forgery (CSRF). 1 See 6.5 

6.5.10 Broken authentication and session management. 1 See 6.5 
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6.6 For public-facing web applications, address new threats 

and vulnerabilities on an ongoing basis and ensure these 

applications are protected against known attacks by either 

of the following methods: 

• Reviewing public-facing web applications via 

manual or automated application vulnerability 

security assessment tools or methods, at least 

annually and after any changes. 

• NOTE: This assessment is not the same as the 

vulnerability scans performed for Requirement 

11.2. 

• Installing an automated technical solution that 

detects and prevents web-based attacks (for 

example, a web-application firewall) in front of 

public-facing web applications, to continually 

check all traffic. 

1 The applicable controls will be lessened for 

merchants and mostly apply to components in 

the third-party hosted systems. InstaMed is 

responsible for ensuring their web applications 

are developed in accordance to PCI PA-DSS 

requirements and secure coding best 

practices. 

Requirement 7: Restrict access to cardholder data by business need to know 

7.1 Limit access to system components and cardholder 

data to only those individuals whose job requires such 

access. 

1 Because the CDE is encrypted at swipe, the 

cardholder data environment is restricted to 

those systems managed by the third-party 

service provider (InstaMed). 

7.1.1 Define access needs for each role, including: 

• System components and data resources that each 

role needs to access for their job function. 

• Level of privilege required (for example, user, 

administrator, etc.) for accessing resources 

1 See 7.1 

7.1.2 Restrict access to privileged user IDs to least 

privileges necessary to perform job responsibilities. 

1 See 7.1 

7.1.3 Assign access based on individual personnel’s job 

classification and function. 

1 See 7.1 

7.1.4 Require documented approval by authorized parties 

specifying required privileges. 

1 See 7.1 

7.2 Establish an access control system(s) for systems 

components that restricts access based on a user’s need to 

know, and is set to “deny all” unless specifically allowed. 

This access control system(s) must include the following: 

1 Because the CDE is encrypted at swipe, the 

cardholder data environment is restricted to 

those systems managed by the third-party 

service provider (InstaMed). 

7.2.1 Coverage of all system components. 1 See 7.2 

7.2.2 Assignment of privileges to individuals based on job 

classification and function. 

1 See 7.2 

7.2.3 Default “deny-all” setting. 1 See 7.2 

Requirement 8: Identify and authenticate access to system components. 

8.1 Define and implement policies and procedures to 

ensure proper user identification management for non-

consumer users and administrators on all system 

components as follows: 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 
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8.1.1 Assign all users a unique ID before allowing them to 

access system components or cardholder data. 

2 See 8.1 

8.1.2 Control addition, deletion, and modification of user 

IDs, credentials, and other identifier objects. 

2 See 8.1 

8.1.3 Immediately revoke access for any terminated users. 2 See 8.1 

8.1.4 Remove/disable inactive user accounts at least every 

90 days. 

2 See 8.1 

8.1.5 Manage IDs used by third parties to access, support, 

or maintain system components via remote access as 

follows: 

• Enabled only during the time period needed and 

disabled when not in use. 

• Monitored when in use. 

2 See 8.1 

8.2 In addition to assigning a unique ID, ensure proper 

user-authentication management for non-consumer users 

and administrators on all system components by employing 

at least one of the following methods to authenticate all 

users: 

• Something you know, such as a password or 

passphrase. 

• Something you have, such as a token device or 

smart card. 

• Something you are, such as a biometric. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.2.1 Using strong cryptography, render all authentication 

credentials (such as passwords/phrases) unreadable 

during transmission and storage on all system components. 

2 See 8.2 

8.2.2 Verify user identity before modifying any 

authentication credential — for example, performing 

password resets, provisioning new tokens, or generating 

new keys. 

2 See 8.2 

8.2.3 Passwords/passphrases must meet the following: 

• Require a minimum length of at least seven 

characters. 

• Contain both numeric and alphabetic characters. 

Alternatively, the passwords/phrases must have complexity 

and strength at least equivalent to the parameters specified 

above. 

2 See 8.2 

8.2.4 Change user passwords/passphrases at least every 

90 days. 

2 See 8.2 

8.2.5 Do not allow an individual to submit a new 

password/phrase that is the same as any of the last four 

passwords/phrases he or she has used. 

2 See 8.2 

8.2.6 Set passwords/passphrases for first-time use and 

upon reset to a unique value for each user, and change 

immediately after the first use. 

2 See 8.1 
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8.3 Secure all individual non-console administrative access 

and all remote access to the CDE using multi-factor 

authentication.  

NOTE: Multi-factor authentication requires that a minimum 

of two of the three authentication methods (see 

Requirement 8.2 for descriptions of authentication 

methods) be used for authentication. Using one factor twice 

(for example, using two separate passwords) is not 

considered multi-factor authentication. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.4 Document and communicate authentication procedures 

and policies to all users including: 

• Guidance on selecting strong authentication 

credentials. 

• Guidance for how users should protect their 

authentication credentials. 

• Instructions not to reuse previously used 

passwords. 

• Instructions to change passwords if there is any 

suspicion the password could be compromised. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.5 Do not use group, shared, or generic IDs, passwords, 

or other authentication methods as follows: 

• Generic user IDs are disabled or removed. 

• Shared user IDs do not exist for system 

administration and other critical functions. 

• Shared and generic user IDs are not used to 

administer any system components. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.6 Where other authentication mechanisms are used (for 

example, physical or logical security tokens, smart cards, 

certificates, etc.), use of these mechanisms must be 

assigned as follows: 

• Authentication mechanisms must be assigned to 

an individual account and not shared among 

multiple accounts. 

• Physical and/or logical controls must be in place to 

ensure only the intended account can use that 

mechanism to gain access. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.7 All access to any database containing cardholder data 

(including access by applications, administrators, and 

all other users) is restricted as follows: 

• All user access to, user queries of, and user 

actions on databases are through programmatic 

methods. 

• Only database administrators have the ability to 

directly access or query databases. 

• Application IDs for database applications can only 

be used by the applications (and not by individual 

users or other non-application processes). 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

Requirement 9: Restrict physical access to cardholder data. 
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9.1 Use appropriate facility entry controls to limit and 

monitor physical access to systems in the CDE. 

2 Applicable controls for facility requirements are 

significantly reduced, since physical access to 

the merchant locations cannot be used to gain 

access to cardholder data. However, 

merchants should not rely on the tamper-

resistant swipe terminal alone and should have 

appropriate controls to ensure that the 

terminals cannot be physically altered, that 

perimeter devices are properly protected, and 

that any paper receipts (such as EOD reports) 

are protected if they contain PANs. 

9.1.1 Use video cameras and/or access control 

mechanisms (or both) to monitor individual physical access 

to sensitive areas. Review collected data and correlate with 

other entries. Store for at least three months, unless 

otherwise restricted by law. 

NOTE: “Sensitive areas” refers to any data center, server 

room, or any area that houses systems that store, process, 

or transmit cardholder data. This excludes public-facing 

areas where only point-of-sale terminals are present, such 

as the cashier areas in a retail store. 

1 There are no sensitive areas at the merchant 

locations with this solution. Only cashier areas 

are present, which are excluded from these 

controls. 

9.2 Develop procedures to easily distinguish between 

onsite personnel and visitors, to include: 

• Identifying new onsite personnel or visitors (for 

example, assigning badges). 

• Changes to access requirements. 

• Revoking or terminating onsite personnel and 

expired visitor identification (such as ID badges). 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized visitors 

cannot access perimeter systems or swipe 

terminals. 

9.3 Control physical access for onsite personnel to the 

sensitive areas as follows: 

• Access must be authorized and based on 

individual job function. 

• Access is revoked immediately upon termination, 

and all physical access mechanisms, such as 

keys, access cards, etc., are returned or disabled. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized visitors 

cannot access perimeter systems or swipe 

terminals. 

9.4 Verify that visitor authorization and access controls are 

in place as follows: 

 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized visitors 

cannot access perimeter systems or swipe 

terminals. 

9.4.1 Visitors are authorized before entering, and escorted 

at all times within areas where cardholder data is 

processed or maintained. 

2 See 9.4 

9.4.2 Visitors are identified and given a badge or other 

identification that expires and that visibly distinguishes the 

visitors from onsite personnel. 

2 See 9.4 
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9.4.3 Visitors are asked to surrender the badge or 

identification before leaving the facility or at the date of 

expiration. 

2 See 9.4 

9.4.4 A visitor log is used to maintain a physical audit trail 

of visitor activity to the facility as well as for computer 

rooms and data centers where cardholder data is stored or 

transmitted. Document the visitor’s name, the firm 

represented, and the onsite personnel authorizing physical 

access on the log. 

Retain this log for a minimum of three months, unless 

otherwise restricted by law. 

2 See 9.4 

9.5 Physically secure all media. 2 Electronic media does not include PANs. 

Paper media that contains full PANs should be 

physically secured at the merchant and 

corporate locations. 

9.5.1 Store media backups in a secure location, preferably 

an off-site facility, such as an alternate or back-up site, or a 

commercial storage facility. Review the location’s security 

at least annually. 

1 PANs are not stored on merchant systems; 

therefore, backups are not required to be 

monitored and secured. 

9.6 Maintain strict control over the internal or external 

distribution of any kind of media, including the following: 

1 Electronic media does not include PANs. 

Paper media that contains full PANs should be 

physically secured at the merchant and 

corporate locations. 

9.6.1 Classify media so the sensitivity of the data can be 

determined. 

1 See 9.6 

9.6.2 Send the media by secured courier or other delivery 

method that can be accurately tracked. 

1 See 9.6 

9.6.3 Ensure management approves any and all media that 

is moved from a secured area (including when media is 

distributed to individuals). 

1 See 9.6 

9.7 Maintain strict control over the storage and accessibility 

of media. 

1 Electronic media does not include PANs. 

Paper media that contains full PANs should be 

physically secured at the merchant and 

corporate locations. 

9.7.1 Properly maintain inventory logs of all media and 

conduct media inventories at least annually. 

1 See 9.7 

9.8 Destroy media when it is no longer needed for business 

or legal reasons as follows: 

2 Since there is no electronic media containing 

cardholder data, the only applicable controls 

are those that pertain to hardcopy materials. 

9.8.2 Render cardholder data on electronic media 

unrecoverable so that cardholder data cannot be 

reconstructed. 

2 See 9.8 

Requirement 10: Track and monitor all access to network resources and cardholder data. 

10.1 Implement audit trails to link all access to system 

components to each individual user. 

2 Controls apply to perimeter network systems 

and terminals running hardware-based 

encryption only. 
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10.2 Implement automated audit trails for all system 

components to reconstruct the following events: 

2 Controls apply to perimeter network systems 

and terminals running hardware-based 

encryption only. 

10.2.1 All individual user access to cardholder data. 2 See 10.2 

10.2.2 All actions taken by any individual with root or 

administrative privileges. 

2 See 10.2 

10.2.3 Access to all audit trails. 2 See 10.2 

10.2.4 Invalid logical access attempts.  2 See 10.2 

10.2.5 Use of and changes to identification and 

authentication mechanisms — including but not limited to 

creation of new accounts and elevation of privileges — and 

all changes, additions, or deletions to accounts with root or 

administrative privileges. 

2 See 10.2 

10.2.6 Initialization, stopping, or pausing of the audit logs. 2 See 10.2 

10.2.7 Creation and deletion of system-level objects. 2 See 10.2 

10.3 Record at least the following audit trail entries for all 

system components for each event: 

2 Controls apply to perimeter network systems 

and terminals running hardware-based 

encryption only. 

10.3.1 User identification. 2 See 10.3 

10.3.2 Type of event. 2 See 10.3 

10.3.3 Date and time. 2 See 10.3 

10.3.4 Success or failure indication. 2 See 10.3 

10.3.5 Origination of event. 2 See 10.3 

10.3.6 Identity or name of affected data, system 

component, or resource. 

2 See 10.3 

10.4 Using time-synchronization technology, synchronize 

all critical system clocks and times and ensure that the 

following is implemented for acquiring, distributing, and 

storing time. 

NOTE: One example of time synchronization technology is 

Network Time Protocol (NTP). 

2 Controls apply to perimeter network systems 

and terminals running hardware-based 

encryption only. 

10.4.1 Critical systems have the correct and consistent 

time. 

2 See 10.4 

10.4.2 Time data is protected. 2 See 10.4 

10.4.3 Time settings are received from industry-accepted 

time sources. 

2 See 10.4 

10.5 Secure audit trails so they cannot be altered. 2 Controls apply to perimeter network systems 

and terminals running hardware-based 

encryption only. 
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10.5.1 Limit viewing of audit trails to those with a job-

related need. 

2 See 10.5 

10.5.2 Protect audit trail files from unauthorized 

modifications. 

2 See 10.5 

10.5.3 Promptly back up audit trail files to a centralized log 

server or media that is difficult to alter. 

2 See 10.5 

10.5.4 Write logs for external-facing technologies onto a 

secure, centralized, internal log server or media device. 

2 See 10.5 

10.5.5 Use file-integrity monitoring or change-detection 

software on logs to ensure that existing log data cannot be 

changed without generating alerts (although new data 

being added should not cause an alert). 

2 See 10.5 

10.6 Review logs and security events for all system 

components to identify anomalies or suspicious activity. 

NOTE: Log harvesting, parsing, and alerting tools may be 

used to meet this requirement. Perform the following: 

2 Controls apply to perimeter network systems 

and terminals running hardware-based 

encryption only. 

10.6.1 Review the following at least daily: 

• All security events. 

• Logs of all system components that store, 

process, or transmit CHD and/or SAD, or that 

could impact the security of CHD and/or SAD. 

• Logs of all critical system components. 

Logs of all servers and system components that perform 

security functions (for example, firewalls, intrusion-

detection systems/intrusion-prevention systems (IDS/IPS), 

authentication servers, e-commerce redirection servers, 

etc.). 

2 See 10.6 

10.6.2 Review logs of all other system components 

periodically based on the organization’s policies and risk 

management strategy, as determined by the organization’s 

annual risk assessment. 

2 See 10.6 

10.6.3 Follow-up exceptions and anomalies identified 

during the review process. 

2 See 10.6 

10.7 Retain audit trail history for at least one year, with a 

minimum of three months immediately available for 

analysis (for example, online, archived, or restorable from 

backup). 

2 Controls apply to perimeter network systems 

and terminals running hardware-based 

encryption only. 

Requirement 11: Regularly test security systems and processes. 

11.1 Implement processes to test for the presence of 

wireless access points (802.11), and detect and identify all 

authorized and unauthorized wireless access points on a 

quarterly basis. 

NOTE: Methods that may be used in the process include, 

but are not limited, to wireless network scans, 

physical/logical inspections of system components and 

infrastructure, network access control (NAC), or wireless 

IDS/IPS. Whichever methods are used, they must be 

1 Wireless AP detection is a control to reduce 

the risk of capturing unencrypted card data or 

credentials to card networks sent in the clear 

over trusted network connections. Only 

encrypted card data is sent over internal 

networks, thus removing the risk. 
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sufficient to detect and identify both authorized and 

unauthorized devices. 

11.2 Run internal and external network vulnerability scans 

at least quarterly and after any significant change in the 

network (such as new system component installations, 

changes in network topology, firewall rule modifications, 

product upgrades). 

NOTE: Multiple scan reports can be combined for the 

quarterly scan process to show that all systems were 

scanned and all applicable vulnerabilities have been 

addressed. 

Additional documentation may be required to verify non-

remediated vulnerabilities are in the process of being 

addressed. 

For initial PCI DSS compliance, it is not required that four 

quarters of passing scans be completed if the assessor 

verifies 1) the most recent scan result was a passing scan, 

2) the entity has documented policies and procedures 

requiring quarterly scanning, and 3) vulnerabilities noted in 

the scan results have been corrected as shown in a 

rescan(s). 

For subsequent years after the initial PCI DSS review, four 

quarters of passing scans must have occurred. 

2 Internal vulnerability scans no longer need to 

be performed, and therefore there are fewer 

controls applicable for this requirement. 

11.2.1 Perform quarterly internal vulnerability scans.  

Address vulnerabilities and perform rescans to verify all 

“high-risk” vulnerabilities are resolved in accordance with 

the entity’s vulnerability ranking (per Requirement 6.1). 

Scans must be performed by qualified personnel. 

1 See 11.2 

11.2.3 Perform internal and external scans, and rescans as 

needed, after any significant change. Scans must be 

performed by qualified personnel. 

2 See 11.2 

11.3 Implement a methodology for penetration testing that 

includes at least the following: 

• Is based on industry-accepted penetration testing 

approaches (for example, NIST SP800-115). 

• Includes coverage for the entire CDE perimeter 

and critical systems. 

• Includes testing from both inside and outside of 

the network. 

• Includes testing to validate any segmentation and 

reduction of applicable controls. 

• Defines application-layer penetration tests to 

include, at a minimum, the vulnerabilities listed in 

Requirement 6.5. 

• Defines network-layer penetration tests to include 

components that support network functions as well 

as operating systems. 

• Includes review and consideration of threats and 

vulnerabilities experienced in the last 12 months. 

2 Yearly external penetration tests are required; 

however, internal penetration testing is no 

longer required as those controls no longer 

apply. 
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• Specifies retention of penetration testing results 

and remediation activities results. 

11.3.2 Perform internal penetration testing at least annually 

and after any significant infrastructure or application 

upgrade or modification (such as an operating system 

upgrade, a sub-network added to the environment, or a 

web server added to the environment). 

1 See 11.3 

11.4 Use intrusion-detection systems and/or intrusion-

prevention techniques to detect and/or prevent intrusions 

into the network. Monitor all traffic at the perimeter of the 

CDE as well as at critical points in the CDE, and alert 

personnel to suspected compromises. Keep all intrusion-

detection and prevention engines, baselines, and 

signatures up-to-date. 

2 External connections to the merchant 

environment should implement intrusion 

detection systems to monitor all network traffic 

to the hardware-based encryption platforms. 

11.5 Deploy a change-detection mechanism (for example, 

file-integrity monitoring tools) to alert personnel to 

unauthorized modification of critical system files, 

configuration files, or content files; and configure the 

software to perform critical file comparisons at least weekly. 

NOTE: For change-detection purposes, critical files are 

usually those that do not regularly change, but the 

modification of which could indicate a system compromise 

or risk of compromise. Change-detection mechanisms such 

as file-integrity monitoring products usually come pre-

configured with critical files for the related operating 

system. Other critical files, such as those for custom 

applications, must be evaluated and defined by the entity 

(that is, the merchant or service provider). 

1 No host systems or applications are within the 

merchant CDE where file integrity monitoring 

would be required to monitor and alert to 

critical system and data files. This control 

should not apply. 
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APPENDIX C: PCI DSS REQUIREMENTS IMPACT 
FOR MERCHANT INITIATED PAYMENT THROUGH 
THE WEBSITE USING SSO OR EMBEDDED IFRAME 

APPLICABLE 
CONTROL 

LEVEL 

DESCRIPTION 

1 
Properly implemented, this solution could greatly lower the amount of applicable controls during 

a PCI DSS audit. Depending on the merchant’s CDE, some validation from the QSA may still be 

required. 

2 
Properly implemented, this solution could somewhat lower the amount of applicable controls 

during a PCI DSS audit. Depending on the merchant’s CDE, some validation from the QSA may 

still be required. 

 

NOTE – If a specific requirement is not listed, then that requirement is either not or only slightly impacted 

by proper implementation of the InstaMed solution and will probably still be applicable during a PCI DSS 

audit. 

PCI DSS REQUIREMENTS VERSION 3.2 KEY COMMENTS 

Requirement 1: Install and maintain a firewall configuration to protect cardholder data. 

1.3.4 Do not allow unauthorized outbound traffic from the 

CDE to the Internet. 

 

2 Managing all outbound traffic can be difficult in 

a large, distributed environment. While this 

control is still applicable, compliance can be 

simplified because the merchant can simplify 

the rule sets to ensure that encrypted traffic is 

passed directly to InstaMed. 

1.3.6 Place system components that store cardholder data 

(such as a database) in an internal network zone, 

segregated from the DMZ and other untrusted networks. 

1 Since there is no cardholder database, 

segmentation is not required. However, 

separating any database from the DMZ so that 

it is not directly accessible is a best practice 

and would still be recommended. 

1.4 Install personal firewall software or equivalent function 

on any portable computing devices (including company 

and/or employee-owned) that connect to the Internet when 

outside the network (for example, laptops used by 

employees), and which are used to access the CDE. 

2 This requirement can be significantly reduced 

since most mobile/employee computers should 

not have access to the limited components in 

the CDE. Only specific IT administrators 

should have access to critical components in 

the CDE, and their mobile devices should have 

personal firewalls installed. 

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters. 

2.1 Always change vendor-supplied defaults and remove or 

disable unnecessary default accounts before installing a 

system on the network. 

 

2 The applicable controls for this requirement 

can be significantly reduced because almost 

all merchant devices, servers and workstations 

can be removed from testing as they do not 

process or store cardholder data and this 

control does not apply to them. However, this 

requirement will still apply to perimeter 



SECURITY & ENCRYPTION IN HEALTHCARE PAYMENTS | White Paper      66 

 

PCI DSS REQUIREMENTS VERSION 3.2 KEY COMMENTS 

firewalls/IDS/routers/wireless in the merchant 

environment. 

2.2 Develop configuration standards for all system 

components. Assure that these standards address all 

known security vulnerabilities and are consistent with 

industry-accepted system hardening standards. 

Sources of industry-accepted system hardening standards 

may include, but are not limited to: 

• Center for Internet Security (CIS) 

• International Organization for Standardization 

(IOS) 

• SysAdmin Audit Network Security 

(SANS) Institute 

• National Institute of Standards Technology (NIST) 

2 The applicable controls for this requirement 

can be significantly reduced because almost 

all merchant devices, servers and workstations 

can be removed from testing as they do not 

process or store cardholder data and this 

control does not apply to them. However, this 

requirement will still apply to perimeter 

firewalls/IDS/routers/wireless in the merchant 

environment. 

2.2.2 Enable only necessary and secure services, 

protocols, daemons, etc., as required for the function of the 

system. 

2 Still applies to perimeter network systems only. 

2.2.3 Implement additional security features for any 

required services, protocols, or daemons that are 

considered to be insecure 

2 Still applies to perimeter network systems only. 

2.2.4 Configure system security parameters to prevent 

misuse. 

2 Still applies to perimeter network systems only. 

2.2.5 Remove all unnecessary functionality, such as scripts, 

drivers, features, subsystems, file systems, and 

unnecessary web servers. 

2 Still applies to perimeter network systems only. 

2.3 Encrypt all non-console administrative access using 

strong cryptography. 
2 Still applies to perimeter network systems only. 

Requirement 3: Protect stored cardholder data. 

3.1 Keep cardholder data storage to a minimum by 

implementing data-retention and disposal policies, 

procedures and processes that include at least the 

following for all CHD storage: 

• Limiting data storage amount and retention time to 

that which is required for legal, regulatory, and 

business requirements. 

• Processes for secure deletion of data when no 

longer needed. 

• Specific retention requirements for cardholder 

data. 

• A quarterly process for identifying and securely 

deleting stored cardholder data that exceeds 

defined retention. 

1 No cardholder data is stored in the merchant’s 

environment with this solution. 

 

3.2 Do not store sensitive authentication data after 

authorization (even if encrypted). 

Sensitive authentication data includes the data as cited in 

the following Requirements 3.2.1 through 3.2.3. 

1 Sensitive authentication data is not stored at 

any time with this solution. 
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NOTE: It is permissible for issuers and companies that 

support issuing services to store sensitive authentication 

data if there is a business justification and the data is stored 

securely. 

3.2.1 Do not store the full contents of any track (from the 

magnetic stripe located on the back of a card, equivalent 

data contained on a chip, or elsewhere). This data is 

alternatively called full track, track, track 1, track 2, and 

magnetic-stripe data. 

NOTE: In the normal course of business, the following data 

elements from the magnetic stripe may need to be retained: 

• Cardholder’s name 

• Primary account number (PAN) 

• Expiration date 

• Service code 

To minimize risk, store only these data elements as needed 

for business. 

1 Magnetic stripe data is not stored at any time 

with this solution. 

 

 

3.2.2 Do not store the card-verification code or value (three-

digit or four-digit number printed on the front or back of a 

payment card) used to verify card-not-present transactions. 

1 Card verification codes/values are not stored 

at any time with this solution. 

 

3.2.3 Do not store the personal identification number (PIN) 

or the encrypted PIN block. 

1 PIN codes are not stored at any time with this 

solution. 

3.3 Mask PAN when displayed (the first six and last four 

digits are the maximum number of digits to be displayed), 

such that only personnel with a legitimate business need 

can see more than the first six/last four digits of the PAN. 

NOTE: This requirement does not supersede stricter 

requirements in place for displays of cardholder data – for 

example, legal or payment card brand requirements for 

point-of-sale (POS) receipts. 

1 PAN is not stored or displayed with this 

solution. 

 

 

3.4 Render PAN unreadable anywhere it is stored 

(including on portable digital media, backup media and in 

logs) by using any of the following approaches: 

• One-way hashes based on strong cryptography 

(hash must be of the entire PAN) 

• Truncation (hashing cannot be used to replace the 

truncated segment of PAN) 

• Index tokens and pads (pads must be securely 

stored) 

• Strong cryptography with associated key-

management processes and procedures 

NOTE: It is a relatively trivial effort for a malicious individual 

to reconstruct original PAN data if they have access to both 

the truncated and hashed version of a PAN. Where hashed 

and truncated versions of the same PAN are present in an 

entity’s environment, additional controls should be in place 

to ensure that the hashed and truncated versions cannot be 

correlated to reconstruct the original PAN. 

1 PAN is rendered unreadable from the moment 

it is swiped and is never stored with this 

solution. 
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3.5 Document and implement procedures to protect keys 

used to secure stored cardholder data against disclosure 

and misuse: 

NOTE: This requirement applies to keys used to encrypt 

stored cardholder data, and also applies to key-encrypting 

keys used to protect data-encrypting keys – such key-

encrypting keys must be at least as strong as the data-

encrypting key. 

2 This solution addresses full compliance for this 

control in the merchant environment; however, 

it still requires QSA/merchant validation of the 

third-party service provider (InstaMed).  

3.5.2 Restrict access to cryptographic keys to the fewest 

number of custodians necessary. 

2 See 3.5 

3.5.3 Store secret and private keys used to encrypt/decrypt 

cardholder data in one (or more) of the following forms at all 

times: 

• Encrypted with a key-encrypting key that is at least 

as strong as the data-encrypting key, and that is 

stored separately from the data-encrypting key. 

• Within a secure cryptographic device (such as a 

host security module (HSM) or PTS-approved POI 

device). 

• As at least two full-length key components or key 

shares, in accordance with an industry-accepted 

method. 

NOTE: It is not required that public keys be stored in one of 

these forms. 

2 See 3.5 

 

3.5.4 Store cryptographic keys securely and in the fewest 

possible locations and forms. 

2 See 3.5 

3.6 Fully document and implement all key-management 

processes and procedures for cryptographic keys used for 

encryption of cardholder data, including the following: 

NOTE: Numerous industry standards for key management 

are available from various resources including NIST, which 

can be found at http://csrc.nist.gov. 

2 This solution addresses full compliance for this 

control in the merchant environment; however, 

it still requires QSA/merchant validation of the 

third-party service provider (InstaMed).  

 

3.6.1 Generation of strong cryptographic keys. 2 See 3.6 

3.6.2 Secure cryptographic key distribution. 2 See 3.6 

3.6.3 Secure cryptographic key storage. 2 See 3.6 

3.6.4 Cryptographic key changes for keys that have 

reached the end of their cryptoperiod (for example, after a 

defined period of time has passed and/or after a certain 

amount of ciphertext has been produced by a given key), 

as defined by the associated application vendor or key 

owner, and based on industry best practices and guidelines 

(for example, NIST Special Publication 800-57). 

2 See 3.6 

3.6.5 Retirement or replacement (for example, archiving, 

destruction and/or revocation) of keys as deemed 

necessary when the integrity of the key has been 

weakened (for example, departure of an employee with 

2 See 3.6 
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knowledge of a clear-text key), or keys are suspected of 

being compromised. 

NOTE: If retired or replaced cryptographic keys need to be 

retained, these keys must be securely archived (for 

example, by using a key encryption key). Archived 

cryptographic keys should only be used for 

decryption/verification purposes. 

3.6.6 If manual clear-text cryptographic key management 

operations are used, these operations must be managed 

using split knowledge and dual control (for example, 

requiring two or three people, each knowing only their own 

key component, to reconstruct the whole key). 

NOTE: Examples of manual key management operations 

include, but are not limited to: key generation, transmission, 

loading, storage and destruction. 

2 See 3.6 

3.6.7 Prevention of unauthorized substitution of 

cryptographic keys. 

2 See 3.6 

3.6.8 Requirement for cryptographic key custodians to 

formally acknowledge that they understand and accept their 

key-custodian responsibilities. 

2 See 3.6 

Requirement 4: Encrypt transmission of cardholder data across open, public networks. 

4.1 Use strong cryptography and security protocols to 

safeguard sensitive cardholder data during transmission 

over open, public networks, including the following: 

• Only trusted keys and certificates are accepted 

• The protocol in use only supports secure versions 

or configurations 

• The encryption strength is appropriate for the 

encryption methodology in use 

Examples of open, public include but are not limited to: 

• The Internet 

• Wireless technologies, including 802.11 and 

Bluetooth 

• Cellular technologies, for example, Global System 

for Mobile communications (GSM), Code division 

multiple access (CDMA) 

• General Packet Radio Service (GPRS) 

• Satellite communications 

2 TLS versions 1.1, 1.2, and 1.3 are used to 

protect all data in transmit. 

4.1.1 Ensure wireless networks transmitting cardholder 

data or connected to the CDE, use industry best practices 

to implement strong encryption for authentication and 

transmission. 

2 See 4.1 

4.2 Never send unprotected PANs by end-user messaging 

technologies (for example, e-mail, instant messaging, chat, 

etc.). 

2 PANs are not available to be sent by e-mail or 

other end-user messaging technologies with 

this solution; however, this control must be 

addressed within administrative policies. 

Requirement 5: Use and regularly update anti-virus software or programs. 
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5.1 Deploy anti-virus software on all systems commonly 

affected by malicious software (particularly personal 

computers and servers). 

2 Only the perimeter firewalls and swipe 

terminals are in scope; however, it is 

recommended to follow industry best practices 

and deploy anti-virus on all systems. 

5.1.1 Ensure that all anti-virus programs are capable of 

detecting, removing and protecting against all known types 

of malicious software. 

2 See 5.1 

5.2 Ensure that all anti-virus mechanisms are maintained 

as follows: 

• Are kept current 

• Perform periodic scans 

• Generate audit logs which are retained per PCI 

DSS Requirement 10.7 

2 Only the perimeter firewalls and swipe 

terminals are in scope; however, it is 

recommended to follow industry best practices 

and deploy anti-virus on all systems. 

Requirement 6: Develop and maintain secure systems and applications 

6.1 Establish a process to identify security vulnerabilities, 

using reputable outside sources for security vulnerability 

information, and assign a risk ranking (for example, as 

“high,” “medium” or “low”) to newly discovered security 

vulnerabilities. 

NOTE: Risk rankings should be based on industry best 

practices as well as consideration of potential impact. For 

example, criteria for ranking vulnerabilities may include 

consideration of the CVSS base score, and/or the 

classification by the vendor, and/or type of systems 

affected. 

Methods for evaluating vulnerabilities and assigning risk 

ratings will vary based on an organization’s environment 

and risk assessment strategy. Risk rankings should, at a 

minimum, identify all vulnerabilities considered to be a “high 

risk” to the environment. In addition to the risk ranking, 

vulnerabilities may be considered “critical” if they pose an 

imminent threat to the environment, impact critical systems, 

and/or would result in a potential compromise if not 

addressed. Examples of critical systems may include 

security systems, public-facing devices and systems, 

databases, and other systems that store, process, or 

transmit cardholder data. 

2 Since all of the forms are pulled from the 

InstaMed cloud services, it would only require 

merchant to verify that the application frame is 

not vulnerable, which reduces the amount of 

risk significantly. 

6.2 Ensure that all system components and software are 

protected from known vulnerabilities by installing applicable 

vendor-supplied security patches. Install critical security 

patches within one month of release. 

NOTE: Critical security patches should be identified 

according to the risk ranking process defined in 

Requirement 6.1. 

2 Since all of the forms are pulled from the 

InstaMed cloud services, it would only require 

merchant to verify that the application frame is 

not vulnerable, which reduces the amount of 

risk significantly. 

6.3 Develop internal and external software applications 

(including web-based administrative access to applications) 

securely, as follows: 

2 Since all of the forms are pulled from the 

InstaMed cloud services, it is part of the 

service provider validation to certify that all 

application components are developed 
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• In accordance with PCI DSS (for example, secure 

authentication and logging). 

• Based on industry standards and/or best 

practices. 

• Incorporate information security throughout the 

software development life cycle. 

NOTE: This applies to all software developed internally as 

well as bespoke or custom software developed by a third 

party. 

securely. For the merchant, that means that 

the amount of risk is significantly reduced and 

merchant would only need verify that the 

application frame is developed securely. 

6.3.1 Remove development, test and/or custom application 

accounts, user IDs, and passwords before applications 

become active or are released to customers. 

2 See 6.3 

6.3.2 Review custom code prior to release to 

production or customers in order to identify any potential 

coding vulnerability (using either manual or automated 

processes) to include at least the following: 

• Code changes are reviewed by individuals other 

than the originating code author, and by 

individuals knowledgeable about code review 

techniques and secure coding practices. 

• Code reviews ensure code is developed according 

to secure coding guidelines. 

• Appropriate corrections are implemented prior to 

release. 

• Code review results are reviewed and approved 

by management prior to release. 

NOTE: This requirement for code reviews applies to all 

custom code (both internal and public-facing), as part of the 

system development life cycle. Code reviews can be 

conducted by knowledgeable internal personnel or third 

parties. Public-facing web applications are also subject to 

additional controls, to address ongoing threats and 

vulnerabilities after implementation, as defined at PCI DSS 

Requirement 6.6. 

2 See 6.3 

6.4 Follow change control processes and procedures for all 

changes to system components. The processes must 

include the following: 

2 Since all of the forms are pulled from the 

InstaMed cloud services, it would only require 

merchant to verify that the application frame is 

not vulnerable, which reduces the amount of 

risk significantly. 

6.4.1 Separate development/test environments from 

production environments, and enforce the separation with 

access controls. 

2 See 6.4 

 

6.4.2 Separation of duties between development/test and 

production environments. 

2 See 6.4 

6.4.3 Production data (live PANs) are not used for testing or 

development. 

2 See 6.4 

6.4.4 Removal of test data and accounts before production 

systems become active/goes into production. 

2 See 6.4 
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6.4.5 Change control procedures must include the 

following: 

2 See 6.4 

6.4.5.1 Documentation of impact. 2 See 6.4 

6.4.5.2 Documented change approval by authorized 

parties. 

2 See 6.4 

6.4.5.3 Functionality testing to verify that the change does 

not adversely impact the security of the system. 

2 See 6.4 

6.4.5.4 Back-out procedures. 2 See 6.4 

6.4.6 Upon completion of a significant change, all relevant 

PCI DSS requirements must be implemented on all new or 

changed systems and networks, and documentation 

updated as applicable. 

2 See 6.4 

6.5 Address common coding vulnerabilities in software-

development processes as follows: 

• Train developers in secure coding techniques, 

including how to avoid common coding 

vulnerabilities, and understanding how sensitive 

data is handled in memory. 

• Develop applications based on secure coding 

guidelines. 

NOTE: The vulnerabilities listed at 6.5.1 through 6.5.10 

were current with industry best practices when this version 

of PCI DSS was published. However, as industry best 

practices for vulnerability management are updated (for 

example, the OWASP Guide, SANS CWE Top 25, CERT 

Secure Coding, etc.), the current best practices must be 

used for these requirements. 

2 The applicable controls will be lessened for 

merchants and mostly apply to components in 

the third-party hosted systems. InstaMed is 

responsible for ensuring their web applications 

are developed in accordance to PCI PA-DSS 

requirements and secure coding best 

practices. 

6.5.1 Injection flaws, particularly SQL injection. Also 

consider OS Command Injection, LDAP and XPath injection 

flaws as well as other injection flaws. 

2 See 6.5 

6.5.2 Buffer overflow. 2 See 6.5 

6.5.3 Insecure cryptographic storage. 2 See 6.5 

6.5.4 Insecure communications. 2 See 6.5 

6.5.5 Improper error handling. 2 See 6.5 

6.5.6 All “high risk” vulnerabilities identified in the 

vulnerability identification process (as defined in PCI DSS 

Requirement 6.1). 

2 See 6.5 

6.5.7 Cross-site scripting (XSS). 2 See 6.5 

6.5.8 Improper access control (such as insecure direct 

object references, failure to restrict URL access, directory 

traversal, and failure to restrict user access to functions). 

2 See 6.5 

6.5.9 Cross-site request forgery (CSRF). 2 See 6.5 
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6.5.10 Broken authentication and session management. 2 See 6.5 

6.6 For public-facing web applications, address new threats 

and vulnerabilities on an ongoing basis and ensure these 

applications are protected against known attacks by either 

of the following methods: 

• Reviewing public-facing web applications via 

manual or automated application vulnerability 

security assessment tools or methods, at least 

annually and after any changes. 

NOTE: This assessment is not the same as the 

vulnerability scans performed for Requirement 

11.2. 

• Installing an automated technical solution that 

detects and prevents web-based attacks (for 

example, a web-application firewall) in front of 

public-facing web applications, to continually 

check all traffic. 

2 The applicable controls will be lessened for 

merchants and mostly apply to components in 

the third-party hosted systems. InstaMed is 

responsible for ensuring their web applications 

are developed in accordance to PCI PA-DSS 

requirements and secure coding best 

practices. 

Requirement 7: Restrict access to cardholder data by business need to know 

7.1 Limit access to system components and cardholder 

data to only those individuals whose job requires such 

access. 

2 The cardholder data is only inputted in forms 

that are pulled from the InstaMed Cloud 

services; therefore, cardholder data is exposed 

to the local environment in a very limited way. 

There is no local storage of cardholder data 

and no individuals that would require access to 

the system components. 

7.1.1 Define access needs for each role, including: 

• System components and data resources that each 

role needs to access for their job function. 

• Level of privilege required (for example, user, 

administrator, etc.) for accessing resources 

2 See 7.1 

7.1.2 Restrict access to privileged user IDs to least 

privileges necessary to perform job responsibilities. 

2 See 7.1 

7.1.3 Assign access based on individual personnel’s job 

classification and function. 

2 See 7.1 

7.1.4 Require documented approval by authorized parties 

specifying required privileges. 

2 See 7.1 

7.2 Establish an access control system(s) for systems 

components that restricts access based on a user’s need to 

know, and is set to “deny all” unless specifically allowed. 

This access control system(s) must include the following: 

2 The cardholder data is only inputted in forms 

that are pulled from the InstaMed Cloud 

services; therefore, cardholder data is exposed 

to the local environment in a very limited way. 

There is no local storage of cardholder data 

and no individuals that would require access to 

the system components. 

7.2.1 Coverage of all system components. 2 See 7.2 

7.2.2 Assignment of privileges to individuals based on job 

classification and function. 

2 See 7.2 
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7.2.3 Default “deny-all” setting. 

 

2 See 7.2 

Requirement 8: Identify and authenticate access to system components. 

8.1 Define and implement policies and procedures to 

ensure proper user identification management for non-

consumer users and administrators on all system 

components as follows: 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.1.1 Assign all users a unique ID before allowing them to 

access system components or cardholder data. 

2 See 8.1 

8.1.2 Control addition, deletion, and modification of user 

IDs, credentials, and other identifier objects. 

2 See 8.1 

8.1.3 Immediately revoke access for any terminated users. 2 See 8.1 

8.1.4 Remove/disable inactive user accounts at least every 

90 days. 

2 See 8.1 

8.1.5 Manage IDs used by third parties to access, support, 

or maintain system components via remote access as 

follows: 

• Enabled only during the time period needed and 

disabled when not in use. 

• Monitored when in use. 

2 See 8.1 

8.2 In addition to assigning a unique ID, ensure proper 

user-authentication management for non-consumer users 

and administrators on all system components by employing 

at least one of the following methods to authenticate all 

users: 

• Something you know, such as a password or 

passphrase. 

• Something you have, such as a token device or 

smart card. 

• Something you are, such as a biometric. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.2.1 Using strong cryptography, render all authentication 

credentials (such as passwords/phrases) unreadable during 

transmission and storage on all system components. 

2 See 8.2 

8.2.2 Verify user identity before modifying any 

authentication credential — for example, performing 

password resets, provisioning new tokens, or generating 

new keys. 

2 See 8.2 

8.2.3 Passwords/phrases must meet the following: 

• Require a minimum length of at least seven 

characters. 

• Contain both numeric and alphabetic characters. 

Alternatively, the passwords/phrases must have complexity 

and strength at least equivalent to the parameters specified 

above. 

2 See 8.2 
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8.2.4 Change user passwords/passphrases at least every 

90 days. 

2 See 8.2 

8.2.5 Do not allow an individual to submit a new 

password/phrase that is the same as any of the last four 

passwords/phrases he or she has used. 

2 See 8.2 

8.2.6 Set passwords/passphrases for first-time use and 

upon reset to a unique value for each user, and change 

immediately after the first use. 

2 See 8.2 

8.3 Secure all individual non-console administrative access 

and all remote access to the CDE using multi-factor 

authentication.  

NOTE: Multi-factor authentication requires that a minimum 

of two of the three authentication methods (see 

Requirement 8.2 for descriptions of authentication 

methods) be used for authentication. Using one factor twice 

(for example, using two separate passwords) is not 

considered multi-factor authentication. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.4 Document and communicate authentication procedures 

and policies to all users including: 

• Guidance on selecting strong authentication 

credentials. 

• Guidance for how users should protect their 

authentication credentials. 

• Instructions not to reuse previously used 

passwords. 

• Instructions to change passwords if there is any 

suspicion the password could be compromised. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.5 Do not use group, shared, or generic IDs, passwords, 

or other authentication methods as follows: 

• Generic user IDs are disabled or removed. 

• Shared user IDs do not exist for system 

administration and other critical functions. 

• Shared and generic user IDs are not used to 

administer any system components. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.6 Where other authentication mechanisms are used (for 

example, physical or logical security tokens, smart cards, 

certificates, etc.), use of these mechanisms must be 

assigned as follows: 

• Authentication mechanisms must be assigned to 

an individual account and not shared among 

multiple accounts. 

• Physical and/or logical controls must be in place to 

ensure only the intended account can use that 

mechanism to gain access. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.7 All access to any database containing cardholder data 

(including access by applications, administrators, and 

all other users) is restricted as follows: 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 
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• All user access to, user queries of, and user 

actions on databases are through programmatic 

methods. 

• Only database administrators have the ability to 

directly access or query databases. 

• Application IDs for database applications can only 

be used by the applications (and not by individual 

users or other non-application processes). 

and the following requirements on all systems 

regardless. 

Requirement 9: Restrict physical access to cardholder data. 

9.1 Use appropriate facility entry controls to limit and 

monitor physical access to systems in the CDE. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.1.1 Use video cameras and/or access control 

mechanisms (or both) to monitor individual physical access 

to sensitive areas. Review collected data and correlate with 

other entries. Store for at least three months, unless 

otherwise restricted by law. 

NOTE: “Sensitive areas” refers to any data center, server 

room, or any area that houses systems that store, process, 

or transmit cardholder data. This excludes public-facing 

areas where only point-of-sale terminals are present, such 

as the cashier areas in a retail store. 

2 See 9.1 

9.2 Develop procedures to easily distinguish between 

onsite personnel and visitors, to include: 

• Identifying new onsite personnel or visitors (for 

example, assigning badges). 

• Changes to access requirements. 

• Revoking or terminating onsite personnel and 

expired visitor identification (such as ID badges). 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.3 Control physical access for onsite personnel to the 

sensitive areas as follows: 

• Access must be authorized and based on 

individual job function. 

• Access is revoked immediately upon termination, 

and all physical access mechanisms, such as 

keys, access cards, etc., are returned or disabled. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.4 Verify that visitor authorization and access controls are 

in place as follows: 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.4.1 Visitors are authorized before entering, and escorted 

at all times within areas where cardholder data is 

processed or maintained. 

2 See 9.4 
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9.4.2 Visitors are identified and given a badge or other 

identification that expires and that visibly distinguishes the 

visitors from onsite personnel. 

2 See 9.4 

9.4.3 Visitors are asked to surrender the badge or 

identification before leaving the facility or at the date of 

expiration. 

2 See 9.4 

9.4.4 A visitor log is used to maintain a physical audit trail of 

visitor activity to the facility as well as for computer rooms 

and data centers where cardholder data is stored or 

transmitted. Document the visitor’s name, the firm 

represented, and the onsite personnel authorizing physical 

access on the log. 

Retain this log for a minimum of three months, unless 

otherwise restricted by law. 

2 See 9.4 

9.5 Physically secure all media. 2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.5.1 Store media backups in a secure location, preferably 

an off-site facility, such as an alternate or back-up site, or a 

commercial storage facility. Review the location’s security 

at least annually. 

2 See 9.5 

9.6 Maintain strict control over the internal or external 

distribution of any kind of media, including the following: 

2 See 9.5 

9.6.1 Classify media so the sensitivity of the data can be 

determined. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.6.2 Send the media by secured courier or other delivery 

method that can be accurately tracked. 

2 See 9.6 

9.6.3 Ensure management approves any and all media that 

is moved from a secured area (including when media is 

distributed to individuals). 

2 See 9.6 

9.7 Maintain strict control over the storage and accessibility 

of media. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.7 Maintain strict control over the storage and accessibility 

of media. 

2 See 9.7 

9.7.1 Properly maintain inventory logs of all media and 

conduct media inventories at least annually. 

2 See 9.7 

9.8 Destroy media when it is no longer needed for business 

or legal reasons as follows: 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 
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procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.8.2 Render cardholder data on electronic media 

unrecoverable so that cardholder data cannot be 

reconstructed. 

2 See 9.8 

Requirement 10: Track and monitor all access to network resources and cardholder data. 

10.1 Implement audit trails to link all access to system 

components to each individual user. 

2 Controls apply to perimeter network systems 

only. 

10.2 Implement automated audit trails for all system 

components to reconstruct the following events: 

2 Controls apply to perimeter network systems 

only. 

10.2.1 All individual user access to cardholder data. 2 See 10.2 

10.2.2 All actions taken by any individual with root or 

administrative privileges. 

2 See 10.2 

10.2.3 Access to all audit trails. 2 See 10.2 

10.2.4 Invalid logical access attempts.  

 

2 See 10.2 

10.2.5 Use of and changes to identification and 

authentication mechanisms — including but not limited to 

creation of new accounts and elevation of privileges — and 

all changes, additions, or deletions to accounts with root or 

administrative privileges. 

2 See 10.2 

10.2.6 Initialization, stopping, or pausing of the audit logs. 2 See 10.2 

10.2.7 Creation and deletion of system-level objects. 2 See 10.2 

10.3 Record at least the following audit trail entries for all 

system components for each event: 

2 Controls apply to perimeter network systems 

only. 

10.3.1 User identification. 2 See 10.3 

10.3.2 Type of event. 2 See 10.3 

10.3.3 Date and time. 2 See 10.3 

10.3.4 Success or failure indication. 2 See 10.3 

10.3.5 Origination of event. 2 See 10.3 

10.3.6 Identity or name of affected data, system 

component, or resource. 

2 See 10.3 

10.4 Using time-synchronization technology, synchronize 

all critical system clocks and times and ensure that the 

following is implemented for acquiring, distributing, and 

storing time. 

NOTE: One example of time synchronization technology is 

Network Time Protocol (NTP). 

2 Controls apply to perimeter network systems 

only. 

10.4.1 Critical systems have the correct and consistent 

time. 

2 See 10.4 
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10.4.2 Time data is protected. 2 See 10.4 

10.4.3 Time settings are received from industry-accepted 

time sources. 

2 See 10.4 

10.5 Secure audit trails so they cannot be altered. 2 Controls apply to perimeter network systems 

only. 

10.5.1 Limit viewing of audit trails to those with a job-related 

need. 

2 See 10.5 

10.5.2 Protect audit trail files from unauthorized 

modifications. 

2 See 10.5 

10.5.3 Promptly back up audit trail files to a centralized log 

server or media that is difficult to alter. 

2 See 10.5 

10.5.4 Write logs for external-facing technologies onto a 

secure, centralized, internal log server or media device. 

2 See 10.5 

10.5.5 Use file-integrity monitoring or change-detection 

software on logs to ensure that existing log data cannot be 

changed without generating alerts (although new data 

being added should not cause an alert). 

2 See 10.5 

10.6 Review logs and security events for all system 

components to identify anomalies or suspicious activity. 

NOTE: Log harvesting, parsing, and alerting tools may be 

used to meet this requirement. Perform the following: 

2 Controls apply to perimeter network systems 

only. 

10.6.1 Review the following at least daily: 

• All security events. 

• Logs of all system components that store, 

process, or transmit CHD and/or SAD, or that 

could impact the security of CHD and/or SAD. 

• Logs of all critical system components. 

Logs of all servers and system components that perform 

security functions (for example, firewalls, intrusion-detection 

systems/intrusion-prevention systems (IDS/IPS), 

authentication servers, e-commerce redirection servers, 

etc.). 

2 See 10.6 

10.6.2 Review logs of all other system components 

periodically based on the organization’s policies and risk 

management strategy, as determined by the organization’s 

annual risk assessment. 

 

2 See 10.6 

10.6.3 Follow-up exceptions and anomalies identified 

during the review process. 

2 See 10.6 

10.7 Retain audit trail history for at least one year, with a 

minimum of three months immediately available for analysis 

(for example, online, archived, or restorable from backup). 

2 Controls apply to perimeter network systems 

only. 

Requirement 11: Regularly test security systems and processes. 

11.1 Implement processes to test for the presence of 

wireless access points (802.11), and detect and identify all 

2 Wireless AP detection is a control to reduce 

the risk of capturing unencrypted card data or 

credentials to card networks sent in the clear 
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authorized and unauthorized wireless access points on a 

quarterly basis. 

NOTE: Methods that may be used in the process include, 

but are not limited, to wireless network scans, 

physical/logical inspections of system components and 

infrastructure, network access control (NAC), or wireless 

IDS/IPS. Whichever methods are used, they must be 

sufficient to detect and identify both authorized and 

unauthorized devices. 

over trusted network connections. Only TLS 

encrypted card data is sent over internal 

networks, thus removing the risk. 

 

11.2 Run internal and external network vulnerability scans 

at least quarterly and after any significant change in the 

network (such as new system component installations, 

changes in network topology, firewall rule modifications, 

product upgrades). 

NOTE: Multiple scan reports can be combined for the 

quarterly scan process to show that all systems were 

scanned and all applicable vulnerabilities have been 

addressed. 

Additional documentation may be required to verify non-

remediated vulnerabilities are in the process of being 

addressed. 

For initial PCI DSS compliance, it is not required that four 

quarters of passing scans be completed if the assessor 

verifies 1) the most recent scan result was a passing scan, 

2) the entity has documented policies and procedures 

requiring quarterly scanning, and 3) vulnerabilities noted in 

the scan results have been corrected as shown in a 

rescan(s). 

For subsequent years after the initial PCI DSS review, four 

quarters of passing scans must have occurred. 

2 Internal vulnerability scans are very limited and 

therefore there are fewer controls applicable 

for this requirement. 

11.2.1 Perform quarterly internal vulnerability scans.  

Address vulnerabilities and perform rescans to verify all 

“high-risk” vulnerabilities are resolved in accordance with 

the entity’s vulnerability ranking (per Requirement 6.1). 

Scans must be performed by qualified personnel. 

2 See 11.2 

11.2.3 Perform internal and external scans, and rescans as 

needed, after any significant change. Scans must be 

performed by qualified personnel. 

2 See 11.2 

11.3 Implement a methodology for penetration testing that 

includes at least the following: 

• Is based on industry-accepted penetration testing 

approaches (for example, NIST SP800-115). 

• Includes coverage for the entire CDE perimeter 

and critical systems. 

• Includes testing from both inside and outside of 

the network. 

• Includes testing to validate any segmentation and 

reduction of applicable controls. 

2 Yearly external penetration tests are required; 

however, internal vulnerability scans are very 

limited in scope. 



SECURITY & ENCRYPTION IN HEALTHCARE PAYMENTS | White Paper      81 

 

PCI DSS REQUIREMENTS VERSION 3.2 KEY COMMENTS 

• Defines application-layer penetration tests to 

include, at a minimum, the vulnerabilities listed in 

Requirement 6.5. 

• Defines network-layer penetration tests to include 

components that support network functions as well 

as operating systems. 

• Includes review and consideration of threats and 

vulnerabilities experienced in the last 12 months. 

• Specifies retention of penetration testing results 

and remediation activities results. 

11.3.2 Perform internal penetration testing at least annually 

and after any significant infrastructure or application 

upgrade or modification (such as an operating system 

upgrade, a sub-network added to the environment, or a 

web server added to the environment). 

2 See 11.3 

11.4 Use intrusion-detection systems and/or intrusion-

prevention techniques to detect and/or prevent intrusions 

into the network. Monitor all traffic at the perimeter of the 

CDE as well as at critical points in the CDE, and alert 

personnel to suspected compromises. Keep all intrusion-

detection and prevention engines, baselines, and 

signatures up-to-date. 

2 External connections to the merchant 

environment should implement intrusion 

detection systems to monitor all network traffic 

to the hardware-based encryption platforms. 

11.5 Deploy a change-detection mechanism (for example, 

file-integrity monitoring tools) to alert personnel to 

unauthorized modification of critical system files, 

configuration files, or content files; and configure the 

software to perform critical file comparisons at least weekly. 

NOTE: For change-detection purposes, critical files are 

usually those that do not regularly change, but the 

modification of which could indicate a system compromise 

or risk of compromise. Change-detection mechanisms such 

as file-integrity monitoring products usually come pre-

configured with critical files for the related operating 

system. Other critical files, such as those for custom 

applications, must be evaluated and defined by the entity 

(that is, the merchant or service provider). 

2 No host systems or applications are within the 

merchant CDE where file integrity monitoring 

would be required to monitor and alert to 

critical system and data files. This control 

should not apply. 
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APPENDIX D: PCI DSS REQUIREMENTS IMPACT 
FOR CONSUMER PAYMENTS THROUGH THE 
WEBSITE USING EMBEDDED IFRAME WITH 
TOKENIZATION 

APPLICABLE 
CONTROL 

LEVEL 

DESCRIPTION 

1 
Properly implemented, this solution could greatly lower the amount of applicable controls during 

a PCI DSS audit. Depending on the merchant’s CDE, some validation from the QSA may still be 

required. 

2 
Properly implemented, this solution could somewhat lower the amount of applicable controls 

during a PCI DSS audit. Depending on the merchant’s CDE, some validation from the QSA may 

still be required. 

 

NOTE – If a specific requirement is not listed, then that requirement is either not or only slightly impacted 

by proper implementation of the InstaMed solution and will probably still be applicable during a PCI DSS 

audit. 

PCI DSS REQUIREMENTS VERSION 3.2 KEY COMMENTS 

Requirement 1: Install and maintain a firewall configuration to protect cardholder data. 

1.3.4 Do not allow unauthorized outbound traffic from the 

CDE to the Internet. 

 

2 Managing all outbound traffic can be difficult in 

a large, distributed environment. While this 

control is still applicable, compliance can be 

simplified because the merchant can simplify 

the rule sets to ensure that encrypted traffic is 

passed directly to InstaMed. 

1.3.6 Place system components that store cardholder data 

(such as a database) in an internal network zone, 

segregated from the DMZ and other untrusted networks. 

1 Since there is no cardholder database, 

segmentation is not required. However, 

separating any database from the DMZ so that 

it is not directly accessible is a best practice 

and would still be recommended. 

1.4 Install personal firewall software or equivalent function 

on any portable computing devices (including company 

and/or employee-owned) that connect to the Internet when 

outside the network (for example, laptops used by 

employees), and which are used to access the CDE. 

2 This requirement can be significantly reduced 

since most mobile/employee computers should 

not have access to the limited components in 

the CDE. Only specific IT administrators 

should have access to critical components in 

the CDE, and their mobile devices should have 

personal firewalls installed. 

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters. 

2.1 Always change vendor-supplied defaults and remove or 

disable unnecessary default accounts before installing a 

system on the network. 

 

2 The applicable controls for this requirement 

can be significantly reduced because almost 

all merchant devices, servers and workstations 

can be removed from testing as they do not 

process or store cardholder data and this 

control does not apply to them. However, this 

requirement will still apply to perimeter 
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firewalls/IDS/routers/wireless in the merchant 

environment. 

2.2 Develop configuration standards for all system 

components. Assure that these standards address all 

known security vulnerabilities and are consistent with 

industry-accepted system hardening standards. 

Sources of industry-accepted system hardening standards 

may include, but are not limited to: 

• Center for Internet Security (CIS) 

• International Organization for Standardization 

(IOS) 

• SysAdmin Audit Network Security 

(SANS) Institute 

• National Institute of Standards Technology (NIST) 

2 The applicable controls for this requirement 

can be significantly reduced because almost 

all merchant devices, servers and workstations 

can be removed from testing as they do not 

process or store cardholder data and this 

control does not apply to them. However, this 

requirement will still apply to perimeter 

firewalls/IDS/routers/wireless in the merchant 

environment. 

2.2.2 Enable only necessary and secure services, 

protocols, daemons, etc., as required for the function of the 

system. 

2 Still applies to perimeter network systems only. 

2.2.3 Implement additional security features for any 

required services, protocols, or daemons that are 

considered to be insecure 

2 Still applies to perimeter network systems only. 

2.2.4 Configure system security parameters to prevent 

misuse. 

2 Still applies to perimeter network systems only. 

2.2.5 Remove all unnecessary functionality, such as scripts, 

drivers, features, subsystems, file systems, and 

unnecessary web servers. 

2 Still applies to perimeter network systems only. 

2.3 Encrypt all non-console administrative access using 

strong cryptography. 
2 Still applies to perimeter network systems only. 

Requirement 3: Protect stored cardholder data. 

3.1 Keep cardholder data storage to a minimum by 

implementing data-retention and disposal policies, 

procedures and processes that include at least the 

following for all CHD storage: 

• Limiting data storage amount and retention time to 

that which is required for legal, regulatory, and 

business requirements. 

• Processes for secure deletion of data when no 

longer needed. 

• Specific retention requirements for cardholder 

data. 

• A quarterly process for identifying and securely 

deleting stored cardholder data that exceeds 

defined retention. 

1 No cardholder data is stored in the merchant’s 

environment with this solution. 

 

3.2 Do not store sensitive authentication data after 

authorization (even if encrypted). 

Sensitive authentication data includes the data as cited in 

the following Requirements 3.2.1 through 3.2.3. 

1 Sensitive authentication data is not stored at 

any time with this solution. 
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NOTE: It is permissible for issuers and companies that 

support issuing services to store sensitive authentication 

data if there is a business justification and the data is stored 

securely. 

3.2.1 Do not store the full contents of any track (from the 

magnetic stripe located on the back of a card, equivalent 

data contained on a chip, or elsewhere). This data is 

alternatively called full track, track, track 1, track 2, and 

magnetic-stripe data. 

NOTE: In the normal course of business, the following data 

elements from the magnetic stripe may need to be retained: 

• Cardholder’s name 

• Primary account number (PAN) 

• Expiration date 

• Service code 

To minimize risk, store only these data elements as needed 

for business. 

1 Magnetic stripe data is not stored at any time 

with this solution. 

 

 

3.2.2 Do not store the card-verification code or value (three-

digit or four-digit number printed on the front or back of a 

payment card) used to verify card-not-present transactions. 

1 Card verification codes/values are not stored 

at any time with this solution. 

 

3.2.3 Do not store the personal identification number (PIN) 

or the encrypted PIN block. 

1 PIN codes are not stored at any time with this 

solution. 

3.3 Mask PAN when displayed (the first six and last four 

digits are the maximum number of digits to be displayed), 

such that only personnel with a legitimate business need 

can see more than the first six/last four digits of the PAN. 

NOTE: This requirement does not supersede stricter 

requirements in place for displays of cardholder data – for 

example, legal or payment card brand requirements for 

point-of-sale (POS) receipts. 

1 PAN is not stored or displayed with this 

solution. 

 

 

3.4 Render PAN unreadable anywhere it is stored 

(including on portable digital media, backup media and in 

logs) by using any of the following approaches: 

• One-way hashes based on strong cryptography 

(hash must be of the entire PAN) 

• Truncation (hashing cannot be used to replace the 

truncated segment of PAN) 

• Index tokens and pads (pads must be securely 

stored) 

• Strong cryptography with associated key-

management processes and procedures 

NOTE: It is a relatively trivial effort for a malicious individual 

to reconstruct original PAN data if they have access to both 

the truncated and hashed version of a PAN. Where hashed 

and truncated versions of the same PAN are present in an 

entity’s environment, additional controls should be in place 

to ensure that the hashed and truncated versions cannot be 

correlated to reconstruct the original PAN. 

1 PAN is rendered unreadable from the moment 

it is swiped and is never stored with this 

solution. 
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3.5 Document and implement procedures to protect keys 

used to secure stored cardholder data against disclosure 

and misuse: 

NOTE: This requirement applies to keys used to encrypt 

stored cardholder data, and also applies to key-encrypting 

keys used to protect data-encrypting keys – such key-

encrypting keys must be at least as strong as the data-

encrypting key. 

2 This solution addresses full compliance for this 

control in the merchant environment; however, 

it still requires QSA/merchant validation of the 

third-party service provider (InstaMed).  

3.5.2 Restrict access to cryptographic keys to the fewest 

number of custodians necessary. 

2 See 3.5 

3.5.3 Store secret and private keys used to encrypt/decrypt 

cardholder data in one (or more) of the following forms at all 

times: 

• Encrypted with a key-encrypting key that is at least 

as strong as the data-encrypting key, and that is 

stored separately from the data-encrypting key. 

• Within a secure cryptographic device (such as a 

host security module (HSM) or PTS-approved POI 

device). 

• As at least two full-length key components or key 

shares, in accordance with an industry-accepted 

method. 

NOTE: It is not required that public keys be stored in one of 

these forms. 

2 See 3.5 

 

3.5.4 Store cryptographic keys securely and in the fewest 

possible locations and forms. 

2 See 3.5 

3.6 Fully document and implement all key-management 

processes and procedures for cryptographic keys used for 

encryption of cardholder data, including the following: 

NOTE: Numerous industry standards for key management 

are available from various resources including NIST, which 

can be found at http://csrc.nist.gov. 

2 This solution addresses full compliance for this 

control in the merchant environment; however, 

it still requires QSA/merchant validation of the 

third-party service provider (InstaMed).  

 

3.6.1 Generation of strong cryptographic keys. 2 See 3.6 

3.6.2 Secure cryptographic key distribution. 2 See 3.6 

3.6.3 Secure cryptographic key storage. 2 See 3.6 

3.6.4 Cryptographic key changes for keys that have 

reached the end of their cryptoperiod (for example, after a 

defined period of time has passed and/or after a certain 

amount of ciphertext has been produced by a given key), 

as defined by the associated application vendor or key 

owner, and based on industry best practices and guidelines 

(for example, NIST Special Publication 800-57). 

2 See 3.6 

3.6.5 Retirement or replacement (for example, archiving, 

destruction and/or revocation) of keys as deemed 

necessary when the integrity of the key has been 

weakened (for example, departure of an employee with 

2 See 3.6 
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knowledge of a clear-text key), or keys are suspected of 

being compromised. 

NOTE: If retired or replaced cryptographic keys need to be 

retained, these keys must be securely archived (for 

example, by using a key encryption key). Archived 

cryptographic keys should only be used for 

decryption/verification purposes. 

3.6.6 If manual clear-text cryptographic key management 

operations are used, these operations must be managed 

using split knowledge and dual control (for example, 

requiring two or three people, each knowing only their own 

key component, to reconstruct the whole key). 

NOTE: Examples of manual key management operations 

include, but are not limited to: key generation, transmission, 

loading, storage and destruction. 

2 See 3.6 

3.6.7 Prevention of unauthorized substitution of 

cryptographic keys. 

2 See 3.6 

3.6.8 Requirement for cryptographic key custodians to 

formally acknowledge that they understand and accept their 

key-custodian responsibilities. 

2 See 3.6 

Requirement 4: Encrypt transmission of cardholder data across open, public networks. 

4.1 Use strong cryptography and security protocols to 

safeguard sensitive cardholder data during transmission 

over open, public networks, including the following: 

• Only trusted keys and certificates are accepted 

• The protocol in use only supports secure versions 

or configurations 

• The encryption strength is appropriate for the 

encryption methodology in use 

Examples of open, public include but are not limited to: 

• The Internet 

• Wireless technologies, including 802.11 and 

Bluetooth 

• Cellular technologies, for example, Global System 

for Mobile communications (GSM), Code division 

multiple access (CDMA) 

• General Packet Radio Service (GPRS) 

• Satellite communications 

2 TLS versions 1.1, 1.2, and 1.3 are used to 

protect all data in transmit. 

4.1.1 Ensure wireless networks transmitting cardholder 

data or connected to the CDE, use industry best practices 

to implement strong encryption for authentication and 

transmission. 

2 See 4.1 

4.2 Never send unprotected PANs by end-user messaging 

technologies (for example, e-mail, instant messaging, chat, 

etc.). 

2 PANs are not available to be sent by e-mail or 

other end-user messaging technologies with 

this solution; however, this control must be 

addressed within administrative policies. 

Requirement 5: Use and regularly update anti-virus software or programs. 
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5.1 Deploy anti-virus software on all systems commonly 

affected by malicious software (particularly personal 

computers and servers). 

2 Only the perimeter firewalls and swipe 

terminals are in scope; however, it is 

recommended to follow industry best practices 

and deploy anti-virus on all systems. 

5.1.1 Ensure that all anti-virus programs are capable of 

detecting, removing and protecting against all known types 

of malicious software. 

2 See 5.1 

5.2 Ensure that all anti-virus mechanisms are maintained 

as follows: 

• Are kept current 

• Perform periodic scans 

• Generate audit logs which are retained per PCI 

DSS Requirement 10.7 

2 Only the perimeter firewalls and swipe 

terminals are in scope; however, it is 

recommended to follow industry best practices 

and deploy anti-virus on all systems. 

Requirement 6: Develop and maintain secure systems and applications 

6.1 Establish a process to identify security vulnerabilities, 

using reputable outside sources for security vulnerability 

information, and assign a risk ranking (for example, as 

“high,” “medium” or “low”) to newly discovered security 

vulnerabilities. 

NOTE: Risk rankings should be based on industry best 

practices as well as consideration of potential impact. For 

example, criteria for ranking vulnerabilities may include 

consideration of the CVSS base score, and/or the 

classification by the vendor, and/or type of systems 

affected. 

Methods for evaluating vulnerabilities and assigning risk 

ratings will vary based on an organization’s environment 

and risk assessment strategy. Risk rankings should, at a 

minimum, identify all vulnerabilities considered to be a “high 

risk” to the environment. In addition to the risk ranking, 

vulnerabilities may be considered “critical” if they pose an 

imminent threat to the environment, impact critical systems, 

and/or would result in a potential compromise if not 

addressed. Examples of critical systems may include 

security systems, public-facing devices and systems, 

databases, and other systems that store, process, or 

transmit cardholder data. 

2 Since all of the forms are pulled from the 

InstaMed cloud services, it would only require 

merchant to verify that the application iFrame 

is not vulnerable, which reduces the amount of 

risk significantly. 

6.2 Ensure that all system components and software are 

protected from known vulnerabilities by installing applicable 

vendor-supplied security patches. Install critical security 

patches within one month of release. 

NOTE: Critical security patches should be identified 

according to the risk ranking process defined in 

Requirement 6.1. 

2 Since all of the forms are pulled from the 

InstaMed cloud services, it would only require 

merchant to verify that the application iFrame 

is not vulnerable, which reduces the amount of 

risk significantly. 

6.3 Develop internal and external software applications 

(including web-based administrative access to applications) 

securely, as follows: 

2 Since all of the forms are pulled from the 

InstaMed cloud services, it is part of the 

service provider validation to certify that all 

application components are developed 
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• In accordance with PCI DSS (for example, secure 

authentication and logging). 

• Based on industry standards and/or best 

practices. 

• Incorporate information security throughout the 

software development life cycle. 

NOTE: This applies to all software developed internally as 

well as bespoke or custom software developed by a third 

party. 

securely. For the merchant, that means that 

the amount of risk is significantly reduced and 

merchant would only need verify that the 

application iFrame is developed securely. 

6.3.1 Remove development, test and/or custom application 

accounts, user IDs, and passwords before applications 

become active or are released to customers. 

2 See 6.3 

6.3.2 Review custom code prior to release to 

production or customers in order to identify any potential 

coding vulnerability (using either manual or automated 

processes) to include at least the following: 

• Code changes are reviewed by individuals other 

than the originating code author, and by 

individuals knowledgeable about code review 

techniques and secure coding practices. 

• Code reviews ensure code is developed according 

to secure coding guidelines. 

• Appropriate corrections are implemented prior to 

release. 

• Code review results are reviewed and approved 

by management prior to release. 

NOTE: This requirement for code reviews applies to all 

custom code (both internal and public-facing), as part of the 

system development life cycle. Code reviews can be 

conducted by knowledgeable internal personnel or third 

parties. Public-facing web applications are also subject to 

additional controls, to address ongoing threats and 

vulnerabilities after implementation, as defined at PCI DSS 

Requirement 6.6. 

2 See 6.3 

6.4 Follow change control processes and procedures for all 

changes to system components. The processes must 

include the following: 

2 Since all of the forms are pulled from the 

InstaMed cloud services, it would only require 

merchant to verify that the application iFrame 

is not vulnerable, which reduces the amount of 

risk significantly. 

6.4.1 Separate development/test environments from 

production environments, and enforce the separation with 

access controls. 

2 See 6.4 

 

6.4.2 Separation of duties between development/test and 

production environments. 

2 See 6.4 

6.4.3 Production data (live PANs) are not used for testing or 

development. 

2 See 6.4 

6.4.4 Removal of test data and accounts before production 

systems become active/goes into production. 

2 See 6.4 
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6.4.5 Change control procedures must include the 

following: 

2 See 6.4 

6.4.5.1 Documentation of impact. 2 See 6.4 

6.4.5.2 Documented change approval by authorized 

parties. 

2 See 6.4 

6.4.5.3 Functionality testing to verify that the change does 

not adversely impact the security of the system. 

2 See 6.4 

6.4.5.4 Back-out procedures. 2 See 6.4 

6.4.6 Upon completion of a significant change, all relevant 

PCI DSS requirements must be implemented on all new or 

changed systems and networks, and documentation 

updated as applicable. 

2 See 6.4 

6.5 Address common coding vulnerabilities in software-

development processes as follows: 

• Train developers in secure coding techniques, 

including how to avoid common coding 

vulnerabilities, and understanding how sensitive 

data is handled in memory. 

• Develop applications based on secure coding 

guidelines. 

NOTE: The vulnerabilities listed at 6.5.1 through 6.5.10 

were current with industry best practices when this version 

of PCI DSS was published. However, as industry best 

practices for vulnerability management are updated (for 

example, the OWASP Guide, SANS CWE Top 25, CERT 

Secure Coding, etc.), the current best practices must be 

used for these requirements. 

2 The applicable controls will be lessened for 

merchants and mostly apply to components in 

the third-party hosted systems. InstaMed is 

responsible for ensuring their web applications 

are developed in accordance to PCI PA-DSS 

requirements and secure coding best 

practices. 

6.5.1 Injection flaws, particularly SQL injection. Also 

consider OS Command Injection, LDAP and XPath injection 

flaws as well as other injection flaws. 

2 See 6.5 

6.5.2 Buffer overflow. 2 See 6.5 

6.5.3 Insecure cryptographic storage. 2 See 6.5 

6.5.4 Insecure communications. 2 See 6.5 

6.5.5 Improper error handling. 2 See 6.5 

6.5.6 All “high risk” vulnerabilities identified in the 

vulnerability identification process (as defined in PCI DSS 

Requirement 6.1). 

2 See 6.5 

6.5.7 Cross-site scripting (XSS). 2 See 6.5 

6.5.8 Improper access control (such as insecure direct 

object references, failure to restrict URL access, directory 

traversal, and failure to restrict user access to functions). 

2 See 6.5 

6.5.9 Cross-site request forgery (CSRF). 2 See 6.5 
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6.5.10 Broken authentication and session management. 2 See 6.5 

6.6 For public-facing web applications, address new threats 

and vulnerabilities on an ongoing basis and ensure these 

applications are protected against known attacks by either 

of the following methods: 

• Reviewing public-facing web applications via 

manual or automated application vulnerability 

security assessment tools or methods, at least 

annually and after any changes. 

NOTE: This assessment is not the same as the 

vulnerability scans performed for Requirement 

11.2. 

• Installing an automated technical solution that 

detects and prevents web-based attacks (for 

example, a web-application firewall) in front of 

public-facing web applications, to continually 

check all traffic. 

2 The applicable controls will be lessened for 

merchants and mostly apply to components in 

the third-party hosted systems. InstaMed is 

responsible for ensuring their web applications 

are developed in accordance to PCI PA-DSS 

requirements and secure coding best 

practices. 

Requirement 7: Restrict access to cardholder data by business need to know 

7.1 Limit access to system components and cardholder 

data to only those individuals whose job requires such 

access. 

2 The cardholder data is only inputted in forms 

that are pulled from the InstaMed Cloud 

services; therefore, cardholder data is exposed 

to the local environment in a very limited way. 

There is no local storage of cardholder data 

and no individuals that would require access to 

the system components. 

7.1.1 Define access needs for each role, including: 

• System components and data resources that each 

role needs to access for their job function. 

• Level of privilege required (for example, user, 

administrator, etc.) for accessing resources 

2 See 7.1 

7.1.2 Restrict access to privileged user IDs to least 

privileges necessary to perform job responsibilities. 

2 See 7.1 

7.1.3 Assign access based on individual personnel’s job 

classification and function. 

2 See 7.1 

7.1.4 Require documented approval by authorized parties 

specifying required privileges. 

2 See 7.1 

7.2 Establish an access control system(s) for systems 

components that restricts access based on a user’s need to 

know, and is set to “deny all” unless specifically allowed. 

This access control system(s) must include the following: 

2 The cardholder data is only inputted in forms 

that are pulled from the InstaMed Cloud 

services; therefore, cardholder data is exposed 

to the local environment in a very limited way. 

There is no local storage of cardholder data 

and no individuals that would require access to 

the system components. 

7.2.1 Coverage of all system components. 2 See 7.2 

7.2.2 Assignment of privileges to individuals based on job 

classification and function. 

2 See 7.2 
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7.2.3 Default “deny-all” setting. 2 See 7.2 

Requirement 8: Identify and authenticate access to system components. 

8.1 Define and implement policies and procedures to 

ensure proper user identification management for non-

consumer users and administrators on all system 

components as follows: 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.1.1 Assign all users a unique ID before allowing them to 

access system components or cardholder data. 

2 See 8.1 

8.1.2 Control addition, deletion, and modification of user 

IDs, credentials, and other identifier objects. 

2 See 8.1 

8.1.3 Immediately revoke access for any terminated users. 2 See 8.1 

8.1.4 Remove/disable inactive user accounts at least every 

90 days. 

2 See 8.1 

8.1.5 Manage IDs used by third parties to access, support, 

or maintain system components via remote access as 

follows: 

• Enabled only during the time period needed and 

disabled when not in use. 

• Monitored when in use. 

2 See 8.1 

8.2 In addition to assigning a unique ID, ensure proper 

user-authentication management for non-consumer users 

and administrators on all system components by employing 

at least one of the following methods to authenticate all 

users: 

• Something you know, such as a password or 

passphrase. 

• Something you have, such as a token device or 

smart card. 

• Something you are, such as a biometric. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.2.1 Using strong cryptography, render all authentication 

credentials (such as passwords/phrases) unreadable during 

transmission and storage on all system components. 

2 See 8.2 

8.2.2 Verify user identity before modifying any 

authentication credential — for example, performing 

password resets, provisioning new tokens, or generating 

new keys. 

2 See 8.2 

8.2.3 Passwords/phrases must meet the following: 

• Require a minimum length of at least seven 

characters. 

• Contain both numeric and alphabetic characters. 

Alternatively, the passwords/phrases must have complexity 

and strength at least equivalent to the parameters specified 

above. 

2 See 8.2 

8.2.4 Change user passwords/passphrases at least every 

90 days. 

2 See 8.2 
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8.2.5 Do not allow an individual to submit a new 

password/phrase that is the same as any of the last four 

passwords/phrases he or she has used. 

2 See 8.2 

8.2.6 Set passwords/passphrases for first-time use and 

upon reset to a unique value for each user, and change 

immediately after the first use. 

2 See 8.2 

8.3 Secure all individual non-console administrative access 

and all remote access to the CDE using multi-factor 

authentication.  

NOTE: Multi-factor authentication requires that a minimum 

of two of the three authentication methods (see 

Requirement 8.2 for descriptions of authentication 

methods) be used for authentication. Using one factor twice 

(for example, using two separate passwords) is not 

considered multi-factor authentication. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.4 Document and communicate authentication procedures 

and policies to all users including: 

• Guidance on selecting strong authentication 

credentials. 

• Guidance for how users should protect their 

authentication credentials. 

• Instructions not to reuse previously used 

passwords. 

• Instructions to change passwords if there is any 

suspicion the password could be compromised. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.5 Do not use group, shared, or generic IDs, passwords, 

or other authentication methods as follows: 

• Generic user IDs are disabled or removed. 

• Shared user IDs do not exist for system 

administration and other critical functions. 

• Shared and generic user IDs are not used to 

administer any system components. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.6 Where other authentication mechanisms are used (for 

example, physical or logical security tokens, smart cards, 

certificates, etc.), use of these mechanisms must be 

assigned as follows: 

• Authentication mechanisms must be assigned to 

an individual account and not shared among 

multiple accounts. 

• Physical and/or logical controls must be in place to 

ensure only the intended account can use that 

mechanism to gain access. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.7 All access to any database containing cardholder data 

(including access by applications, administrators, and 

all other users) is restricted as follows: 

• All user access to, user queries of, and user 

actions on databases are through programmatic 

methods. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 
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• Only database administrators have the ability to 

directly access or query databases. 

• Application IDs for database applications can only 

be used by the applications (and not by individual 

users or other non-application processes). 

Requirement 9: Restrict physical access to cardholder data. 

9.1 Use appropriate facility entry controls to limit and 

monitor physical access to systems in the CDE. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.1.1 Use video cameras and/or access control 

mechanisms (or both) to monitor individual physical access 

to sensitive areas. Review collected data and correlate with 

other entries. Store for at least three months, unless 

otherwise restricted by law. 

NOTE: “Sensitive areas” refers to any data center, server 

room, or any area that houses systems that store, process, 

or transmit cardholder data. This excludes public-facing 

areas where only point-of-sale terminals are present, such 

as the cashier areas in a retail store. 

2 See 9.1 

9.2 Develop procedures to easily distinguish between 

onsite personnel and visitors, to include: 

• Identifying new onsite personnel or visitors (for 

example, assigning badges). 

• Changes to access requirements. 

• Revoking or terminating onsite personnel and 

expired visitor identification (such as ID badges). 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.3 Control physical access for onsite personnel to the 

sensitive areas as follows: 

• Access must be authorized and based on 

individual job function. 

• Access is revoked immediately upon termination, 

and all physical access mechanisms, such as 

keys, access cards, etc., are returned or disabled. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.4 Verify that visitor authorization and access controls are 

in place as follows: 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.4.1 Visitors are authorized before entering, and escorted 

at all times within areas where cardholder data is 

processed or maintained. 

2 See 9.4 

9.4.2 Visitors are identified and given a badge or other 

identification that expires and that visibly distinguishes the 

visitors from onsite personnel. 

2 See 9.4 
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9.4.3 Visitors are asked to surrender the badge or 

identification before leaving the facility or at the date of 

expiration. 

2 See 9.4 

9.4.4 A visitor log is used to maintain a physical audit trail of 

visitor activity to the facility as well as for computer rooms 

and data centers where cardholder data is stored or 

transmitted. Document the visitor’s name, the firm 

represented, and the onsite personnel authorizing physical 

access on the log. 

Retain this log for a minimum of three months, unless 

otherwise restricted by law. 

2 See 9.4 

9.5 Physically secure all media. 2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.5.1 Store media backups in a secure location, preferably 

an off-site facility, such as an alternate or back-up site, or a 

commercial storage facility. Review the location’s security 

at least annually. 

2 See 9.5 

9.6 Maintain strict control over the internal or external 

distribution of any kind of media, including the following: 

2 See 9.5 

9.6.1 Classify media so the sensitivity of the data can be 

determined. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.6.2 Send the media by secured courier or other delivery 

method that can be accurately tracked. 

2 See 9.6 

9.6.3 Ensure management approves any and all media that 

is moved from a secured area (including when media is 

distributed to individuals). 

2 See 9.6 

9.7 Maintain strict control over the storage and accessibility 

of media. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.7 Maintain strict control over the storage and accessibility 

of media. 

2 See 9.7 

9.7.1 Properly maintain inventory logs of all media and 

conduct media inventories at least annually. 

2 See 9.7 

9.8 Destroy media when it is no longer needed for business 

or legal reasons as follows: 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 



SECURITY & ENCRYPTION IN HEALTHCARE PAYMENTS | White Paper      95 

 

PCI DSS REQUIREMENTS VERSION 3.2 KEY COMMENTS 

9.8.2 Render cardholder data on electronic media 

unrecoverable so that cardholder data cannot be 

reconstructed. 

2 See 9.8 

Requirement 10: Track and monitor all access to network resources and cardholder data. 

10.1 Implement audit trails to link all access to system 

components to each individual user. 

2 Controls apply to perimeter network systems 

only. 

10.2 Implement automated audit trails for all system 

components to reconstruct the following events: 

2 Controls apply to perimeter network systems 

only. 

10.2.1 All individual user access to cardholder data. 2 See 10.2 

10.2.2 All actions taken by any individual with root or 

administrative privileges. 

2 See 10.2 

10.2.3 Access to all audit trails. 2 See 10.2 

10.2.4 Invalid logical access attempts.  2 See 10.2 

10.2.5 Use of and changes to identification and 

authentication mechanisms — including but not limited to 

creation of new accounts and elevation of privileges — and 

all changes, additions, or deletions to accounts with root or 

administrative privileges. 

2 See 10.2 

10.2.6 Initialization, stopping, or pausing of the audit logs. 2 See 10.2 

10.2.7 Creation and deletion of system-level objects. 2 See 10.2 

10.3 Record at least the following audit trail entries for all 

system components for each event: 

2 Controls apply to perimeter network systems 

only. 

10.3.1 User identification. 2 See 10.3 

10.3.2 Type of event. 2 See 10.3 

10.3.3 Date and time. 2 See 10.3 

10.3.4 Success or failure indication. 2 See 10.3 

10.3.5 Origination of event. 2 See 10.3 

10.3.6 Identity or name of affected data, system 

component, or resource. 

2 See 10.3 

10.4 Using time-synchronization technology, synchronize 

all critical system clocks and times and ensure that the 

following is implemented for acquiring, distributing, and 

storing time. 

NOTE: One example of time synchronization technology is 

Network Time Protocol (NTP). 

2 Controls apply to perimeter network systems 

only. 

10.4.1 Critical systems have the correct and consistent 

time. 

2 See 10.4 

10.4.2 Time data is protected. 2 See 10.4 

10.4.3 Time settings are received from industry-accepted 

time sources. 

2 See 10.4 
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10.5 Secure audit trails so they cannot be altered. 2 Controls apply to perimeter network systems 

only. 

10.5.1 Limit viewing of audit trails to those with a job-related 

need. 

2 See 10.5 

10.5.2 Protect audit trail files from unauthorized 

modifications. 

2 See 10.5 

10.5.3 Promptly back up audit trail files to a centralized log 

server or media that is difficult to alter. 

2 See 10.5 

10.5.4 Write logs for external-facing technologies onto a 

secure, centralized, internal log server or media device. 

2 See 10.5 

10.5.5 Use file-integrity monitoring or change-detection 

software on logs to ensure that existing log data cannot be 

changed without generating alerts (although new data 

being added should not cause an alert). 

2 See 10.5 

10.6 Review logs and security events for all system 

components to identify anomalies or suspicious activity. 

NOTE: Log harvesting, parsing, and alerting tools may be 

used to meet this requirement. Perform the following: 

2 Controls apply to perimeter network systems 

only. 

10.6.1 Review the following at least daily: 

• All security events. 

• Logs of all system components that store, 

process, or transmit CHD and/or SAD, or that 

could impact the security of CHD and/or SAD. 

• Logs of all critical system components. 

Logs of all servers and system components that perform 

security functions (for example, firewalls, intrusion-detection 

systems/intrusion-prevention systems (IDS/IPS), 

authentication servers, e-commerce redirection servers, 

etc.). 

2 See 10.6 

10.6.2 Review logs of all other system components 

periodically based on the organization’s policies and risk 

management strategy, as determined by the organization’s 

annual risk assessment. 

2 See 10.6 

10.6.3 Follow-up exceptions and anomalies identified 

during the review process. 

2 See 10.6 

10.7 Retain audit trail history for at least one year, with a 

minimum of three months immediately available for analysis 

(for example, online, archived, or restorable from backup). 

2 Controls apply to perimeter network systems 

only. 

Requirement 11: Regularly test security systems and processes. 

11.1 Implement processes to test for the presence of 

wireless access points (802.11), and detect and identify all 

authorized and unauthorized wireless access points on a 

quarterly basis. 

NOTE: Methods that may be used in the process include, 

but are not limited, to wireless network scans, 

physical/logical inspections of system components and 

infrastructure, network access control (NAC), or wireless 

2 Wireless AP detection is a control to reduce 

the risk of capturing unencrypted card data or 

credentials to card networks sent in the clear 

over trusted network connections. Only TLS 

encrypted card data is sent over internal 

networks, thus removing the risk. 
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IDS/IPS. Whichever methods are used, they must be 

sufficient to detect and identify both authorized and 

unauthorized devices. 

11.2 Run internal and external network vulnerability scans 

at least quarterly and after any significant change in the 

network (such as new system component installations, 

changes in network topology, firewall rule modifications, 

product upgrades). 

NOTE: Multiple scan reports can be combined for the 

quarterly scan process to show that all systems were 

scanned and all applicable vulnerabilities have been 

addressed. 

Additional documentation may be required to verify non-

remediated vulnerabilities are in the process of being 

addressed. 

For initial PCI DSS compliance, it is not required that four 

quarters of passing scans be completed if the assessor 

verifies 1) the most recent scan result was a passing scan, 

2) the entity has documented policies and procedures 

requiring quarterly scanning, and 3) vulnerabilities noted in 

the scan results have been corrected as shown in a 

rescan(s). 

For subsequent years after the initial PCI DSS review, four 

quarters of passing scans must have occurred. 

2 Internal vulnerability scans are very limited and 

therefore there are fewer controls applicable 

for this requirement. 

11.2.1 Perform quarterly internal vulnerability scans.  

Address vulnerabilities and perform rescans to verify all 

“high-risk” vulnerabilities are resolved in accordance with 

the entity’s vulnerability ranking (per Requirement 6.1). 

Scans must be performed by qualified personnel. 

2 See 11.2 

11.2.3 Perform internal and external scans, and rescans as 

needed, after any significant change. Scans must be 

performed by qualified personnel. 

2 See 11.2 

11.3 Implement a methodology for penetration testing that 

includes at least the following: 

• Is based on industry-accepted penetration testing 

approaches (for example, NIST SP800-115). 

• Includes coverage for the entire CDE perimeter 

and critical systems. 

• Includes testing from both inside and outside of 

the network. 

• Includes testing to validate any segmentation and 

reduction of applicable controls. 

• Defines application-layer penetration tests to 

include, at a minimum, the vulnerabilities listed in 

Requirement 6.5. 

• Defines network-layer penetration tests to include 

components that support network functions as well 

as operating systems. 

• Includes review and consideration of threats and 

vulnerabilities experienced in the last 12 months. 

2 Yearly external penetration tests are required; 

however, internal vulnerability scans are very 

limited in scope. 
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• Specifies retention of penetration testing results 

and remediation activities results. 

11.3.2 Perform internal penetration testing at least annually 

and after any significant infrastructure or application 

upgrade or modification (such as an operating system 

upgrade, a sub-network added to the environment, or a 

web server added to the environment). 

2 See 11.3 

11.4 Use intrusion-detection systems and/or intrusion-

prevention techniques to detect and/or prevent intrusions 

into the network. Monitor all traffic at the perimeter of the 

CDE as well as at critical points in the CDE, and alert 

personnel to suspected compromises. Keep all intrusion-

detection and prevention engines, baselines, and 

signatures up-to-date. 

2 External connections to the merchant 

environment should implement intrusion 

detection systems to monitor all network traffic 

to the hardware-based encryption platforms. 

11.5 Deploy a change-detection mechanism (for example, 

file-integrity monitoring tools) to alert personnel to 

unauthorized modification of critical system files, 

configuration files, or content files; and configure the 

software to perform critical file comparisons at least weekly. 

NOTE: For change-detection purposes, critical files are 

usually those that do not regularly change, but the 

modification of which could indicate a system compromise 

or risk of compromise. Change-detection mechanisms such 

as file-integrity monitoring products usually come pre-

configured with critical files for the related operating 

system. Other critical files, such as those for custom 

applications, must be evaluated and defined by the entity 

(that is, the merchant or service provider). 

2 No host systems or applications are within the 

merchant CDE where file integrity monitoring 

would be required to monitor and alert to 

critical system and data files. This control 

should not apply. 
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APPENDIX E: PCI DSS REQUIREMENTS IMPACT 
FOR CONSUMER PAYMENTS USING INSTAMED 
VOIP PROTECTION INTEGRATION 
 

APPLICABLE 
CONTROL 

LEVEL 

DESCRIPTION 

1 
Properly implemented, this solution could greatly lower the amount of applicable controls during 

a PCI DSS audit. Depending on the merchant’s CDE, some validation from the QSA may still be 

required. 

2 
Properly implemented, this solution could somewhat lower the amount of applicable controls 

during a PCI DSS audit. Depending on the merchant’s CDE, some validation from the QSA may 

still be required. 

 

NOTE – If a specific requirement is not listed, then that requirement is either not or only slightly impacted 

by proper implementation of the InstaMed solution and will probably still be applicable during a PCI DSS 

audit. 

PCI DSS REQUIREMENTS VERSION 3.2 KEY COMMENTS 

Requirement 1: Install and maintain a firewall configuration to protect cardholder data. 

1.3.4 Do not allow unauthorized outbound traffic from the 

CDE to the Internet. 

 

2 Managing all outbound traffic can be difficult in 

a large, distributed environment. While this 

control is still applicable, compliance can be 

simplified because the merchant can simplify 

the rule sets to ensure that encrypted traffic is 

passed directly to InstaMed. 

1.3.6 Place system components that store cardholder data 

(such as a database) in an internal network zone, 

segregated from the DMZ and other untrusted networks. 

1 Since there is no cardholder database, 

segmentation is not required. However, 

separating any database from the DMZ so that 

it is not directly accessible is a best practice 

and would still be recommended. 

1.4 Install personal firewall software or equivalent function 

on any portable computing devices (including company 

and/or employee-owned) that connect to the Internet when 

outside the network (for example, laptops used by 

employees), and which are used to access the CDE. 

2 This requirement can be significantly reduced 

since most mobile/employee computers should 

not have access to the limited components in 

the CDE. Only specific IT administrators 

should have access to critical components in 

the CDE, and their mobile devices should have 

personal firewalls installed. 

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters. 

2.1 Always change vendor-supplied defaults and remove or 

disable unnecessary default accounts before installing a 

system on the network. 

 

2 The applicable controls for this requirement 

can be significantly reduced because almost 

all merchant devices, servers and workstations 

can be removed from testing as they do not 

process or store cardholder data and this 

control does not apply to them. However, this 

requirement will still apply to perimeter 
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firewalls/IDS/routers/wireless in the merchant 

environment. 

2.2 Develop configuration standards for all system 

components. Assure that these standards address all 

known security vulnerabilities and are consistent with 

industry-accepted system hardening standards. 

Sources of industry-accepted system hardening standards 

may include, but are not limited to: 

• Center for Internet Security (CIS) 

• International Organization for Standardization 

(IOS) 

• SysAdmin Audit Network Security 

(SANS) Institute 

• National Institute of Standards Technology (NIST) 

2 The applicable controls for this requirement 

can be significantly reduced because almost 

all merchant devices, servers and workstations 

can be removed from testing as they do not 

process or store cardholder data and this 

control does not apply to them. However, this 

requirement will still apply to perimeter 

firewalls/IDS/routers/wireless in the merchant 

environment. 

2.2.2 Enable only necessary and secure services, 

protocols, daemons, etc., as required for the function of the 

system. 

2 Still applies to perimeter network systems only. 

2.2.3 Implement additional security features for any 

required services, protocols, or daemons that are 

considered to be insecure 

2 Still applies to perimeter network systems only. 

2.2.4 Configure system security parameters to prevent 

misuse. 

2 Still applies to perimeter network systems only. 

2.2.5 Remove all unnecessary functionality, such as scripts, 

drivers, features, subsystems, file systems, and 

unnecessary web servers. 

2 Still applies to perimeter network systems only. 

2.3 Encrypt all non-console administrative access using 

strong cryptography. 
2 Still applies to perimeter network systems only. 

Requirement 3: Protect stored cardholder data. 

3.1 Keep cardholder data storage to a minimum by 

implementing data-retention and disposal policies, 

procedures and processes that include at least the 

following for all CHD storage: 

• Limiting data storage amount and retention time to 

that which is required for legal, regulatory, and 

business requirements. 

• Processes for secure deletion of data when no 

longer needed. 

• Specific retention requirements for cardholder 

data. 

• A quarterly process for identifying and securely 

deleting stored cardholder data that exceeds 

defined retention. 

1 No cardholder data is stored in the merchant’s 

environment with this solution. 

 

3.2 Do not store sensitive authentication data after 

authorization (even if encrypted). 

Sensitive authentication data includes the data as cited in 

the following Requirements 3.2.1 through 3.2.3. 

1 Sensitive authentication data is not stored at 

any time with this solution. 
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NOTE: It is permissible for issuers and companies that 

support issuing services to store sensitive authentication 

data if there is a business justification and the data is stored 

securely. 

3.2.1 Do not store the full contents of any track (from the 

magnetic stripe located on the back of a card, equivalent 

data contained on a chip, or elsewhere). This data is 

alternatively called full track, track, track 1, track 2, and 

magnetic-stripe data. 

NOTE: In the normal course of business, the following data 

elements from the magnetic stripe may need to be retained: 

• Cardholder’s name 

• Primary account number (PAN) 

• Expiration date 

• Service code 

To minimize risk, store only these data elements as needed 

for business. 

1 Magnetic stripe data is not stored at any time 

with this solution. 

 

 

3.2.2 Do not store the card-verification code or value (three-

digit or four-digit number printed on the front or back of a 

payment card) used to verify card-not-present transactions. 

1 Card verification codes/values are not stored 

at any time with this solution. 

 

3.2.3 Do not store the personal identification number (PIN) 

or the encrypted PIN block. 

1 PIN codes are not stored at any time with this 

solution. 

3.3 Mask PAN when displayed (the first six and last four 

digits are the maximum number of digits to be displayed), 

such that only personnel with a legitimate business need 

can see more than the first six/last four digits of the PAN. 

NOTE: This requirement does not supersede stricter 

requirements in place for displays of cardholder data – for 

example, legal or payment card brand requirements for 

point-of-sale (POS) receipts. 

1 PAN is not stored or displayed with this 

solution. 

 

 

3.4 Render PAN unreadable anywhere it is stored 

(including on portable digital media, backup media and in 

logs) by using any of the following approaches: 

• One-way hashes based on strong cryptography 

(hash must be of the entire PAN) 

• Truncation (hashing cannot be used to replace the 

truncated segment of PAN) 

• Index tokens and pads (pads must be securely 

stored) 

• Strong cryptography with associated key-

management processes and procedures 

NOTE: It is a relatively trivial effort for a malicious individual 

to reconstruct original PAN data if they have access to both 

the truncated and hashed version of a PAN. Where hashed 

and truncated versions of the same PAN are present in an 

entity’s environment, additional controls should be in place 

to ensure that the hashed and truncated versions cannot be 

correlated to reconstruct the original PAN. 

1 PAN is rendered unreadable from the moment 

it is swiped and is never stored with this 

solution. 
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3.5 Document and implement procedures to protect keys 

used to secure stored cardholder data against disclosure 

and misuse: 

NOTE: This requirement applies to keys used to encrypt 

stored cardholder data, and also applies to key-encrypting 

keys used to protect data-encrypting keys – such key-

encrypting keys must be at least as strong as the data-

encrypting key. 

2 This solution addresses full compliance for this 

control in the merchant environment; however, 

it still requires QSA/merchant validation of the 

third-party service provider (InstaMed).  

3.5.2 Restrict access to cryptographic keys to the fewest 

number of custodians necessary. 

2 See 3.5 

3.5.3 Store secret and private keys used to encrypt/decrypt 

cardholder data in one (or more) of the following forms at all 

times: 

• Encrypted with a key-encrypting key that is at least 

as strong as the data-encrypting key, and that is 

stored separately from the data-encrypting key. 

• Within a secure cryptographic device (such as a 

host security module (HSM) or PTS-approved POI 

device). 

• As at least two full-length key components or key 

shares, in accordance with an industry-accepted 

method. 

NOTE: It is not required that public keys be stored in one of 

these forms. 

2 See 3.5 

 

3.5.4 Store cryptographic keys securely and in the fewest 

possible locations and forms. 

2 See 3.5 

3.6 Fully document and implement all key-management 

processes and procedures for cryptographic keys used for 

encryption of cardholder data, including the following: 

NOTE: Numerous industry standards for key management 

are available from various resources including NIST, which 

can be found at http://csrc.nist.gov. 

2 This solution addresses full compliance for this 

control in the merchant environment; however, 

it still requires QSA/merchant validation of the 

third-party service provider (InstaMed).  

 

3.6.1 Generation of strong cryptographic keys. 2 See 3.6 

3.6.2 Secure cryptographic key distribution. 2 See 3.6 

3.6.3 Secure cryptographic key storage. 2 See 3.6 

3.6.4 Cryptographic key changes for keys that have 

reached the end of their cryptoperiod (for example, after a 

defined period of time has passed and/or after a certain 

amount of ciphertext has been produced by a given key), 

as defined by the associated application vendor or key 

owner, and based on industry best practices and guidelines 

(for example, NIST Special Publication 800-57). 

2 See 3.6 

3.6.5 Retirement or replacement (for example, archiving, 

destruction and/or revocation) of keys as deemed 

necessary when the integrity of the key has been 

weakened (for example, departure of an employee with 

2 See 3.6 
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knowledge of a clear-text key), or keys are suspected of 

being compromised. 

NOTE: If retired or replaced cryptographic keys need to be 

retained, these keys must be securely archived (for 

example, by using a key encryption key). Archived 

cryptographic keys should only be used for 

decryption/verification purposes. 

3.6.6 If manual clear-text cryptographic key management 

operations are used, these operations must be managed 

using split knowledge and dual control (for example, 

requiring two or three people, each knowing only their own 

key component, to reconstruct the whole key). 

NOTE: Examples of manual key management operations 

include, but are not limited to: key generation, transmission, 

loading, storage and destruction. 

2 See 3.6 

3.6.7 Prevention of unauthorized substitution of 

cryptographic keys. 

2 See 3.6 

3.6.8 Requirement for cryptographic key custodians to 

formally acknowledge that they understand and accept their 

key-custodian responsibilities. 

2 See 3.6 

Requirement 4: Encrypt transmission of cardholder data across open, public networks. 

4.1 Use strong cryptography and security protocols to 

safeguard sensitive cardholder data during transmission 

over open, public networks, including the following: 

• Only trusted keys and certificates are accepted 

• The protocol in use only supports secure versions 

or configurations 

• The encryption strength is appropriate for the 

encryption methodology in use 

Examples of open, public include but are not limited to: 

• The Internet 

• Wireless technologies, including 802.11 and 

Bluetooth 

• Cellular technologies, for example, Global System 

for Mobile communications (GSM), Code division 

multiple access (CDMA) 

• General Packet Radio Service (GPRS) 

• Satellite communications 

2 TLS versions 1.1, 1.2, and 1.3 are used to 

protect all data in transmit. 

4.1.1 Ensure wireless networks transmitting cardholder 

data or connected to the CDE, use industry best practices 

to implement strong encryption for authentication and 

transmission. 

2 See 4.1 

4.2 Never send unprotected PANs by end-user messaging 

technologies (for example, e-mail, instant messaging, chat, 

etc.). 

2 PANs are not available to be sent by e-mail or 

other end-user messaging technologies with 

this solution; however, this control must be 

addressed within administrative policies. 

Requirement 5: Use and regularly update anti-virus software or programs. 
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5.1 Deploy anti-virus software on all systems commonly 

affected by malicious software (particularly personal 

computers and servers). 

2 Only the perimeter firewalls and swipe 

terminals are in scope; however, it is 

recommended to follow industry best practices 

and deploy anti-virus on all systems. 

5.1.1 Ensure that all anti-virus programs are capable of 

detecting, removing and protecting against all known types 

of malicious software. 

2 See 5.1 

5.2 Ensure that all anti-virus mechanisms are maintained 

as follows: 

• Are kept current 

• Perform periodic scans 

• Generate audit logs which are retained per PCI 

DSS Requirement 10.7 

2 Only the perimeter firewalls and swipe 

terminals are in scope; however, it is 

recommended to follow industry best practices 

and deploy anti-virus on all systems. 

Requirement 6: Develop and maintain secure systems and applications 

6.1 Establish a process to identify security vulnerabilities, 

using reputable outside sources for security vulnerability 

information, and assign a risk ranking (for example, as 

“high,” “medium” or “low”) to newly discovered security 

vulnerabilities. 

NOTE: Risk rankings should be based on industry best 

practices as well as consideration of potential impact. For 

example, criteria for ranking vulnerabilities may include 

consideration of the CVSS base score, and/or the 

classification by the vendor, and/or type of systems 

affected. 

Methods for evaluating vulnerabilities and assigning risk 

ratings will vary based on an organization’s environment 

and risk assessment strategy. Risk rankings should, at a 

minimum, identify all vulnerabilities considered to be a “high 

risk” to the environment. In addition to the risk ranking, 

vulnerabilities may be considered “critical” if they pose an 

imminent threat to the environment, impact critical systems, 

and/or would result in a potential compromise if not 

addressed. Examples of critical systems may include 

security systems, public-facing devices and systems, 

databases, and other systems that store, process, or 

transmit cardholder data. 

2 Since all of the payment is captured via 

validated PA-DSS payment application, it 

would only require merchant to verify that the 

VoIP infrastructure is not vulnerable, which 

reduces the amount of risk significantly. 

6.2 Ensure that all system components and software are 

protected from known vulnerabilities by installing applicable 

vendor-supplied security patches. Install critical security 

patches within one month of release. 

NOTE: Critical security patches should be identified 

according to the risk ranking process defined in 

Requirement 6.1. 

2 Since all of the payment is captured via 

validated PA-DSS payment application, it 

would only require merchant to verify that the 

VoIP infrastructure is not vulnerable, which 

reduces the amount of risk significantly. 

6.3 Develop internal and external software applications 

(including web-based administrative access to applications) 

securely, as follows: 

2 Since all of the payment is captured via 

validated PA-DSS payment application, it 

would only require merchant to verify that the 
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• In accordance with PCI DSS (for example, secure 

authentication and logging). 

• Based on industry standards and/or best 

practices. 

• Incorporate information security throughout the 

software development life cycle. 

NOTE: This applies to all software developed internally as 

well as bespoke or custom software developed by a third 

party. 

VoIP infrastructure is not vulnerable, which 

reduces the amount of risk significantly. 

6.3.1 Remove development, test and/or custom application 

accounts, user IDs, and passwords before applications 

become active or are released to customers. 

2 See 6.3 

6.3.2 Review custom code prior to release to 

production or customers in order to identify any potential 

coding vulnerability (using either manual or automated 

processes) to include at least the following: 

• Code changes are reviewed by individuals other 

than the originating code author, and by 

individuals knowledgeable about code review 

techniques and secure coding practices. 

• Code reviews ensure code is developed according 

to secure coding guidelines. 

• Appropriate corrections are implemented prior to 

release. 

• Code review results are reviewed and approved 

by management prior to release. 

NOTE: This requirement for code reviews applies to all 

custom code (both internal and public-facing), as part of the 

system development life cycle. Code reviews can be 

conducted by knowledgeable internal personnel or third 

parties. Public-facing web applications are also subject to 

additional controls, to address ongoing threats and 

vulnerabilities after implementation, as defined at PCI DSS 

Requirement 6.6. 

2 See 6.3 

6.4 Follow change control processes and procedures for all 

changes to system components. The processes must 

include the following: 

2 Since all of the payment is captured via 

validated PA-DSS payment application, it 

would only require merchant to verify that the 

VoIP infrastructure is not vulnerable, which 

reduces the amount of risk significantly. 

6.4.1 Separate development/test environments from 

production environments, and enforce the separation with 

access controls. 

2 See 6.4 

 

6.4.2 Separation of duties between development/test and 

production environments. 

2 See 6.4 

6.4.3 Production data (live PANs) are not used for testing or 

development. 

2 See 6.4 

6.4.4 Removal of test data and accounts before production 

systems become active/goes into production. 

2 See 6.4 
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6.4.5 Change control procedures must include the 

following: 

2 See 6.4 

6.4.5.1 Documentation of impact. 2 See 6.4 

6.4.5.2 Documented change approval by authorized 

parties. 

2 See 6.4 

6.4.5.3 Functionality testing to verify that the change does 

not adversely impact the security of the system. 

2 See 6.4 

6.4.5.4 Back-out procedures. 2 See 6.4 

6.4.6 Upon completion of a significant change, all relevant 

PCI DSS requirements must be implemented on all new or 

changed systems and networks, and documentation 

updated as applicable. 

2 See 6.4 

6.5 Address common coding vulnerabilities in software-

development processes as follows: 

• Train developers in secure coding techniques, 

including how to avoid common coding 

vulnerabilities, and understanding how sensitive 

data is handled in memory. 

• Develop applications based on secure coding 

guidelines. 

NOTE: The vulnerabilities listed at 6.5.1 through 6.5.10 

were current with industry best practices when this version 

of PCI DSS was published. However, as industry best 

practices for vulnerability management are updated (for 

example, the OWASP Guide, SANS CWE Top 25, CERT 

Secure Coding, etc.), the current best practices must be 

used for these requirements. 

2 The applicable controls will be lessened for 

merchants and mostly apply to components in 

the third-party PA-DSS validated VoIP 

protection application. InstaMed is responsible 

for ensuring their VoIP infrastructure is 

developed in accordance to PCI PA-DSS 

requirements and secure coding best 

practices. 

6.5.1 Injection flaws, particularly SQL injection. Also 

consider OS Command Injection, LDAP and XPath injection 

flaws as well as other injection flaws. 

2 See 6.5 

6.5.2 Buffer overflow. 2 See 6.5 

6.5.3 Insecure cryptographic storage. 2 See 6.5 

6.5.4 Insecure communications. 2 See 6.5 

6.5.5 Improper error handling. 2 See 6.5 

6.5.6 All “high risk” vulnerabilities identified in the 

vulnerability identification process (as defined in PCI DSS 

Requirement 6.1). 

2 See 6.5 

6.5.7 Cross-site scripting (XSS). 2 See 6.5 

6.5.8 Improper access control (such as insecure direct 

object references, failure to restrict URL access, directory 

traversal, and failure to restrict user access to functions). 

2 See 6.5 

6.5.9 Cross-site request forgery (CSRF). 2 See 6.5 
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6.5.10 Broken authentication and session management. 2 See 6.5 

6.6 For public-facing web applications, address new threats 

and vulnerabilities on an ongoing basis and ensure these 

applications are protected against known attacks by either 

of the following methods: 

• Reviewing public-facing web applications via 

manual or automated application vulnerability 

security assessment tools or methods, at least 

annually and after any changes. 

NOTE: This assessment is not the same as the 

vulnerability scans performed for Requirement 

11.2. 

• Installing an automated technical solution that 

detects and prevents web-based attacks (for 

example, a web-application firewall) in front of 

public-facing web applications, to continually 

check all traffic. 

2 The applicable controls will be lessened for 

merchants and mostly apply to components 

used by VoIP infrastructure. InstaMed is 

responsible for ensuring their web applications 

are developed in accordance to PCI PA-DSS 

requirements and secure coding best 

practices. 

Requirement 7: Restrict access to cardholder data by business need to know 

7.1 Limit access to system components and cardholder 

data to only those individuals whose job requires such 

access. 

2 The cardholder data is only inputted in 

InstaMed VoIP Protection therefore, 

cardholder data is exposed to the local 

environment in a very limited way. 

There is no local storage of cardholder data 

and no individuals that would require access to 

the system components. 

7.1.1 Define access needs for each role, including: 

• System components and data resources that each 

role needs to access for their job function. 

• Level of privilege required (for example, user, 

administrator, etc.) for accessing resources 

2 See 7.1 

7.1.2 Restrict access to privileged user IDs to least 

privileges necessary to perform job responsibilities. 

2 See 7.1 

7.1.3 Assign access based on individual personnel’s job 

classification and function. 

2 See 7.1 

7.1.4 Require documented approval by authorized parties 

specifying required privileges. 

2 See 7.1 

7.2 Establish an access control system(s) for systems 

components that restricts access based on a user’s need to 

know, and is set to “deny all” unless specifically allowed. 

This access control system(s) must include the following: 

2 The cardholder data is only inputted in 

InstaMed VoIP Protection  therefore, 

cardholder data is exposed to the local 

environment in a very limited way. 

There is no local storage of cardholder data 

and no individuals that would require access to 

the system components. 

7.2.1 Coverage of all system components. 2 See 7.2 

7.2.2 Assignment of privileges to individuals based on job 

classification and function. 

2 See 7.2 
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7.2.3 Default “deny-all” setting. 

 

2 See 7.2 

Requirement 8: Identify and authenticate access to system components. 

8.1 Define and implement policies and procedures to 

ensure proper user identification management for non-

consumer users and administrators on all system 

components as follows: 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.1.1 Assign all users a unique ID before allowing them to 

access system components or cardholder data. 

2 See 8.1 

8.1.2 Control addition, deletion, and modification of user 

IDs, credentials, and other identifier objects. 

2 See 8.1 

8.1.3 Immediately revoke access for any terminated users. 2 See 8.1 

8.1.4 Remove/disable inactive user accounts at least every 

90 days. 

2 See 8.1 

8.1.5 Manage IDs used by third parties to access, support, 

or maintain system components via remote access as 

follows: 

• Enabled only during the time period needed and 

disabled when not in use. 

• Monitored when in use. 

2 See 8.1 

8.2 In addition to assigning a unique ID, ensure proper 

user-authentication management for non-consumer users 

and administrators on all system components by employing 

at least one of the following methods to authenticate all 

users: 

• Something you know, such as a password or 

passphrase. 

• Something you have, such as a token device or 

smart card. 

• Something you are, such as a biometric. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.2.1 Using strong cryptography, render all authentication 

credentials (such as passwords/phrases) unreadable during 

transmission and storage on all system components. 

2 See 8.2 

8.2.2 Verify user identity before modifying any 

authentication credential — for example, performing 

password resets, provisioning new tokens, or generating 

new keys. 

2 See 8.2 

8.2.3 Passwords/phrases must meet the following: 

• Require a minimum length of at least seven 

characters. 

• Contain both numeric and alphabetic characters. 

Alternatively, the passwords/phrases must have complexity 

and strength at least equivalent to the parameters specified 

above. 

2 See 8.2 
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8.2.4 Change user passwords/passphrases at least every 

90 days. 

2 See 8.2 

8.2.5 Do not allow an individual to submit a new 

password/phrase that is the same as any of the last four 

passwords/phrases he or she has used. 

2 See 8.2 

8.2.6 Set passwords/passphrases for first-time use and 

upon reset to a unique value for each user, and change 

immediately after the first use. 

2 See 8.2 

8.3 Secure all individual non-console administrative access 

and all remote access to the CDE using multi-factor 

authentication.  

NOTE: Multi-factor authentication requires that a minimum 

of two of the three authentication methods (see 

Requirement 8.2 for descriptions of authentication 

methods) be used for authentication. Using one factor twice 

(for example, using two separate passwords) is not 

considered multi-factor authentication. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.4 Document and communicate authentication procedures 

and policies to all users including: 

• Guidance on selecting strong authentication 

credentials. 

• Guidance for how users should protect their 

authentication credentials. 

• Instructions not to reuse previously used 

passwords. 

• Instructions to change passwords if there is any 

suspicion the password could be compromised. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.5 Do not use group, shared, or generic IDs, passwords, 

or other authentication methods as follows: 

• Generic user IDs are disabled or removed. 

• Shared user IDs do not exist for system 

administration and other critical functions. 

• Shared and generic user IDs are not used to 

administer any system components. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.6 Where other authentication mechanisms are used (for 

example, physical or logical security tokens, smart cards, 

certificates, etc.), use of these mechanisms must be 

assigned as follows: 

• Authentication mechanisms must be assigned to 

an individual account and not shared among 

multiple accounts. 

• Physical and/or logical controls must be in place to 

ensure only the intended account can use that 

mechanism to gain access. 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 

and the following requirements on all systems 

regardless. 

8.7 All access to any database containing cardholder data 

(including access by applications, administrators, and 

all other users) is restricted as follows: 

2 The applicable controls should apply to 

perimeter network systems only. However, it is 

recommended to follow industry best practices 



SECURITY & ENCRYPTION IN HEALTHCARE PAYMENTS | White Paper      110 

 

PCI DSS REQUIREMENTS VERSION 3.2 KEY COMMENTS 

• All user access to, user queries of, and user 

actions on databases are through programmatic 

methods. 

• Only database administrators have the ability to 

directly access or query databases. 

• Application IDs for database applications can only 

be used by the applications (and not by individual 

users or other non-application processes). 

and the following requirements on all systems 

regardless. 

Requirement 9: Restrict physical access to cardholder data. 

9.1 Use appropriate facility entry controls to limit and 

monitor physical access to systems in the CDE. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.1.1 Use video cameras and/or access control 

mechanisms (or both) to monitor individual physical access 

to sensitive areas. Review collected data and correlate with 

other entries. Store for at least three months, unless 

otherwise restricted by law. 

NOTE: “Sensitive areas” refers to any data center, server 

room, or any area that houses systems that store, process, 

or transmit cardholder data. This excludes public-facing 

areas where only point-of-sale terminals are present, such 

as the cashier areas in a retail store. 

2 See 9.1 

9.2 Develop procedures to easily distinguish between 

onsite personnel and visitors, to include: 

• Identifying new onsite personnel or visitors (for 

example, assigning badges). 

• Changes to access requirements. 

• Revoking or terminating onsite personnel and 

expired visitor identification (such as ID badges). 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.3 Control physical access for onsite personnel to the 

sensitive areas as follows: 

• Access must be authorized and based on 

individual job function. 

• Access is revoked immediately upon termination, 

and all physical access mechanisms, such as 

keys, access cards, etc., are returned or disabled. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.4 Verify that visitor authorization and access controls are 

in place as follows: 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.4.1 Visitors are authorized before entering, and escorted 

at all times within areas where cardholder data is 

processed or maintained. 

2 See 9.4 
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9.4.2 Visitors are identified and given a badge or other 

identification that expires and that visibly distinguishes the 

visitors from onsite personnel. 

2 See 9.4 

9.4.3 Visitors are asked to surrender the badge or 

identification before leaving the facility or at the date of 

expiration. 

2 See 9.4 

9.4.4 A visitor log is used to maintain a physical audit trail of 

visitor activity to the facility as well as for computer rooms 

and data centers where cardholder data is stored or 

transmitted. Document the visitor’s name, the firm 

represented, and the onsite personnel authorizing physical 

access on the log. 

Retain this log for a minimum of three months, unless 

otherwise restricted by law. 

2 See 9.4 

9.5 Physically secure all media. 2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.5.1 Store media backups in a secure location, preferably 

an off-site facility, such as an alternate or back-up site, or a 

commercial storage facility. Review the location’s security 

at least annually. 

2 See 9.5 

9.6 Maintain strict control over the internal or external 

distribution of any kind of media, including the following: 

2 See 9.5 

9.6.1 Classify media so the sensitivity of the data can be 

determined. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.6.2 Send the media by secured courier or other delivery 

method that can be accurately tracked. 

2 See 9.6 

9.6.3 Ensure management approves any and all media that 

is moved from a secured area (including when media is 

distributed to individuals). 

2 See 9.6 

9.7 Maintain strict control over the storage and accessibility 

of media. 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 

procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.7 Maintain strict control over the storage and accessibility 

of media. 

2 See 9.7 

9.7.1 Properly maintain inventory logs of all media and 

conduct media inventories at least annually. 

2 See 9.7 

9.8 Destroy media when it is no longer needed for business 

or legal reasons as follows: 

2 Cardholder data is not accessible in the 

merchant locations. Merchants should still 

ensure that there are basic training and 
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procedures to ensure that unauthorized 

visitors cannot access perimeter systems. 

9.8.2 Render cardholder data on electronic media 

unrecoverable so that cardholder data cannot be 

reconstructed. 

2 See 9.8 

Requirement 10: Track and monitor all access to network resources and cardholder data. 

10.1 Implement audit trails to link all access to system 

components to each individual user. 

2 Controls apply to perimeter network systems 

only. 

10.2 Implement automated audit trails for all system 

components to reconstruct the following events: 

2 Controls apply to perimeter network systems 

only. 

10.2.1 All individual user access to cardholder data. 2 See 10.2 

10.2.2 All actions taken by any individual with root or 

administrative privileges. 

2 See 10.2 

10.2.3 Access to all audit trails. 2 See 10.2 

10.2.4 Invalid logical access attempts.  

 

2 See 10.2 

10.2.5 Use of and changes to identification and 

authentication mechanisms — including but not limited to 

creation of new accounts and elevation of privileges — and 

all changes, additions, or deletions to accounts with root or 

administrative privileges. 

2 See 10.2 

10.2.6 Initialization, stopping, or pausing of the audit logs. 2 See 10.2 

10.2.7 Creation and deletion of system-level objects. 2 See 10.2 

10.3 Record at least the following audit trail entries for all 

system components for each event: 

2 Controls apply to perimeter network systems 

only. 

10.3.1 User identification. 2 See 10.3 

10.3.2 Type of event. 2 See 10.3 

10.3.3 Date and time. 2 See 10.3 

10.3.4 Success or failure indication. 2 See 10.3 

10.3.5 Origination of event. 2 See 10.3 

10.3.6 Identity or name of affected data, system 

component, or resource. 

2 See 10.3 

10.4 Using time-synchronization technology, synchronize 

all critical system clocks and times and ensure that the 

following is implemented for acquiring, distributing, and 

storing time. 

NOTE: One example of time synchronization technology is 

Network Time Protocol (NTP). 

2 Controls apply to perimeter network systems 

only. 

10.4.1 Critical systems have the correct and consistent 

time. 

2 See 10.4 
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10.4.2 Time data is protected. 2 See 10.4 

10.4.3 Time settings are received from industry-accepted 

time sources. 

2 See 10.4 

10.5 Secure audit trails so they cannot be altered. 2 Controls apply to perimeter network systems 

only. 

10.5.1 Limit viewing of audit trails to those with a job-related 

need. 

2 See 10.5 

10.5.2 Protect audit trail files from unauthorized 

modifications. 

2 See 10.5 

10.5.3 Promptly back up audit trail files to a centralized log 

server or media that is difficult to alter. 

2 See 10.5 

10.5.4 Write logs for external-facing technologies onto a 

secure, centralized, internal log server or media device. 

2 See 10.5 

10.5.5 Use file-integrity monitoring or change-detection 

software on logs to ensure that existing log data cannot be 

changed without generating alerts (although new data 

being added should not cause an alert). 

2 See 10.5 

10.6 Review logs and security events for all system 

components to identify anomalies or suspicious activity. 

NOTE: Log harvesting, parsing, and alerting tools may be 

used to meet this requirement. Perform the following: 

2 Controls apply to perimeter network systems 

only. 

10.6.1 Review the following at least daily: 

• All security events. 

• Logs of all system components that store, 

process, or transmit CHD and/or SAD, or that 

could impact the security of CHD and/or SAD. 

• Logs of all critical system components. 

Logs of all servers and system components that perform 

security functions (for example, firewalls, intrusion-detection 

systems/intrusion-prevention systems (IDS/IPS), 

authentication servers, e-commerce redirection servers, 

etc.). 

2 See 10.6 

10.6.2 Review logs of all other system components 

periodically based on the organization’s policies and risk 

management strategy, as determined by the organization’s 

annual risk assessment. 

 

2 See 10.6 

10.6.3 Follow-up exceptions and anomalies identified 

during the review process. 

2 See 10.6 

10.7 Retain audit trail history for at least one year, with a 

minimum of three months immediately available for analysis 

(for example, online, archived, or restorable from backup). 

2 Controls apply to perimeter network systems 

only. 

Requirement 11: Regularly test security systems and processes. 

11.1 Implement processes to test for the presence of 

wireless access points (802.11), and detect and identify all 

2 Wireless AP detection is a control to reduce 

the risk of capturing unencrypted card data or 

credentials to card networks sent in the clear 
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authorized and unauthorized wireless access points on a 

quarterly basis. 

NOTE: Methods that may be used in the process include, 

but are not limited, to wireless network scans, 

physical/logical inspections of system components and 

infrastructure, network access control (NAC), or wireless 

IDS/IPS. Whichever methods are used, they must be 

sufficient to detect and identify both authorized and 

unauthorized devices. 

over trusted network connections. Only TLS 

encrypted card data is sent over internal 

networks, thus removing the risk. 

 

11.2 Run internal and external network vulnerability scans 

at least quarterly and after any significant change in the 

network (such as new system component installations, 

changes in network topology, firewall rule modifications, 

product upgrades). 

NOTE: Multiple scan reports can be combined for the 

quarterly scan process to show that all systems were 

scanned and all applicable vulnerabilities have been 

addressed. 

Additional documentation may be required to verify non-

remediated vulnerabilities are in the process of being 

addressed. 

For initial PCI DSS compliance, it is not required that four 

quarters of passing scans be completed if the assessor 

verifies 1) the most recent scan result was a passing scan, 

2) the entity has documented policies and procedures 

requiring quarterly scanning, and 3) vulnerabilities noted in 

the scan results have been corrected as shown in a 

rescan(s). 

For subsequent years after the initial PCI DSS review, four 

quarters of passing scans must have occurred. 

2 Internal vulnerability scans are very limited and 

therefore there are fewer controls applicable 

for this requirement. 

11.2.1 Perform quarterly internal vulnerability scans.  

Address vulnerabilities and perform rescans to verify all 

“high-risk” vulnerabilities are resolved in accordance with 

the entity’s vulnerability ranking (per Requirement 6.1). 

Scans must be performed by qualified personnel. 

2 See 11.2 

11.2.3 Perform internal and external scans, and rescans as 

needed, after any significant change. Scans must be 

performed by qualified personnel. 

2 See 11.2 

11.3 Implement a methodology for penetration testing that 

includes at least the following: 

• Is based on industry-accepted penetration testing 

approaches (for example, NIST SP800-115). 

• Includes coverage for the entire CDE perimeter 

and critical systems. 

• Includes testing from both inside and outside of 

the network. 

• Includes testing to validate any segmentation and 

reduction of applicable controls. 

2 Yearly external penetration tests are required; 

however, internal vulnerability scans are very 

limited in scope. 
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• Defines application-layer penetration tests to 

include, at a minimum, the vulnerabilities listed in 

Requirement 6.5. 

• Defines network-layer penetration tests to include 

components that support network functions as well 

as operating systems. 

• Includes review and consideration of threats and 

vulnerabilities experienced in the last 12 months. 

• Specifies retention of penetration testing results 

and remediation activities results. 

11.3.2 Perform internal penetration testing at least annually 

and after any significant infrastructure or application 

upgrade or modification (such as an operating system 

upgrade, a sub-network added to the environment, or a 

web server added to the environment). 

2 See 11.3 

11.4 Use intrusion-detection systems and/or intrusion-

prevention techniques to detect and/or prevent intrusions 

into the network. Monitor all traffic at the perimeter of the 

CDE as well as at critical points in the CDE, and alert 

personnel to suspected compromises. Keep all intrusion-

detection and prevention engines, baselines, and 

signatures up-to-date. 

2 External connections to the merchant 

environment should implement intrusion 

detection systems to monitor all network traffic 

to the hardware-based encryption platforms. 

11.5 Deploy a change-detection mechanism (for example, 

file-integrity monitoring tools) to alert personnel to 

unauthorized modification of critical system files, 

configuration files, or content files; and configure the 

software to perform critical file comparisons at least weekly. 

NOTE: For change-detection purposes, critical files are 

usually those that do not regularly change, but the 

modification of which could indicate a system compromise 

or risk of compromise. Change-detection mechanisms such 

as file-integrity monitoring products usually come pre-

configured with critical files for the related operating 

system. Other critical files, such as those for custom 

applications, must be evaluated and defined by the entity 

(that is, the merchant or service provider). 

2 No host systems or applications are within the 

merchant CDE where file integrity monitoring 

would be required to monitor and alert to 

critical system and data files. This control 

should not apply. 
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APPENDIX F: PCI DSS REQUIREMENTS IMPACT 
FOR CONSUMER E-COMMERCE PAYMENTS WITH 
APPLE PAY AND STANDALONE INSTAMED PATIENT 
PORTAL IMPLEMENTATION 
Merchant can be mostly out of scope of PA-DSS and PCI DSS compliance. Specifically, if the iOS device 

is used with Apple Pay technology, the vendor operates with tokens only, and no cardholder data is flowing 

through the merchant’s environment, only requirement 12 applies to the merchant. 

If a vendor uses InstaMed Patient Portal, it is outsourced to a PCI Level 1 compliant environment (InstaMed) 

that performs the entire card capturing and processing. 
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APPENDIX H: PCI DSS REQUIREMENTS IMPACT 
FOR CONSUMER E-COMMERCE PAYMENTS WITH 
WEB SERVICES IMPLEMENTATION 
Since the data is submitted directly via the web services hosted in the vendor’s environment, there is no 

significant reduction of applicable controls for the vendor. This scenario is designed to be used in 

conjunction with other InstaMed solutions and is not designed to be used as a standalone implementation. 
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DEVICE FEATURES 

Lane 3000 

 

• PCI PTS approved 

• EMV L1 and L2 contact; EMV L1 and L2 contactless support 

• Triple DES encryption  

• USB CDC or Ethernet 

• SRED 

• NFC 

• Encrypted keyed payments 

• Approved for use with Healthcare Payments P2PE Solution Validated or 
Standard 

Lane 5000 

 

• PCI PTS approved 

• EMV L1 and L2 contact; EMV L1 and L2 contactless support 

• Real-time electronic signature capture 

• Triple DES encryption  

• USB CDC or Ethernet 

• SRED 

• NFC 

• Encrypted keyed payments 

• Approved for use with Healthcare Payments P2PE Solution Validated or 
Standard 

Lane 7000 

 

• PCI PTS approved 

• EMV L1 and L2 contact; EMV L1 and L2 contactless support 

• Real-time electronic signature capture  

• Triple DES encryption  

• USB CDC or Ethernet 

• SRED 

• NFC 

• Encrypted keyed payments 

• Approved for use with Healthcare Payments P2PE Solution Validated or 
Standard 

Link 2500 

 

• PCI PTS approved 

• EMV L1 and L2 contact; EMV L1 and L2 contactless support 

• Triple DES encryption  

• USB CDC or Bluetooth 

• SRED 

• NFC 

• Encrypted keyed payments 

• Approved for use with Healthcare Payments P2PE Solution Validated or 
Standard 

Ingenico iSC 250 

• PCI PTS approved 

• EMV L1 andL2 contact; EMV L1 and L2 contactless support 

• Real-time electronic signature capture 

• Triple DES encryption  

• USB CDC or USB HID 

• SRED 
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• NFC 

• Encrypted keyed payments 

•  

Ingenico iPP 320 

 

• PCI PTS approved 

• EMV L1 andL2 contact; EMV L1 and L2 contactless support 

• Triple DES encryption  

• USB CDC or USB HID)  

• SRED 

• NFC 

• Encrypted keyed payments 

•  

Ingenico iPP 350 

 
 

• PCI PTS approved 

• EMV L1 andL2 contact; EMV L1 and L2 contactless support 

• Triple DES encryption  

• USB CDC or USB HID)  

• SRED 

• NFC 

• Encrypted keyed payments 

•  

Ingenico iCMP

 
 

• PCI PTS approved 

• EMV L1, L2 contact; EMV L1 contactless support (optional) 

• Triple DES encryption  

• USB or Bluetooth  

• SRED 

• NFC 

• Encrypted keyed payments 

•  

MagTek DynaPad 

 

• PCI PED approve 

• USB powered 

• Triple DES encryption 

• Remote key injection 

• USB HID/keyboard emulation options 

• Encrypted keyed payments 

• Approved for use with Healthcare Payments P2PE Standard only 

MagTek uDynamo 

• SCRA 

• Adjustable stabilizer for a variety of devices 

• Triple DES encryption 

• USB interface 

• Headphone jack interface 

• Approved for use with Healthcare Payments P2PE Standard only 
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MagTek iDynamo 

 
 

• SCRA 

• Triple DES encryption 

• USB interface 

• Lightning port interface 

• Approved for use with Healthcare Payments P2PE Standard only 

MagTek cDynamo 

 
 

• SCRA 

• Adjustable stabilizer for a variety of devices 

• Triple DES encryption 

• USB interface 

• Lightning port interface 

• Approved for use with Healthcare Payments P2PE Standard only 

MagTek DynaPro 

 

• MagneSafe secure card reader authenticator 

• EMV Level 1, Level 2 contact; EMV Level 1 contactless support (optional) 

• Real-time electronic signature capture (optional) 

• Triple DES encryption  

• USB or Ethernet 

• SRED 

• NFC 

• Encrypted keyed payments 

• Approved for use with Healthcare Payments P2PE Standard only 

MagTek ImageSafe 
 • SCRA 

• USB HID/keyboard emulation options 

• Triple DES encryption  

• Tokenization  

• Approved for use with Healthcare Payments P2PE Standard only 
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APPENDIX I: COALFIRE ASSESSMENT 
INFORMATION 
ASSESSMENT ENVIRONMENT 
The assessment included a lab system configured to test all supported deployment scenarios. During the 

assessment, Coalfire tested transactions, monitored interfaces for transmitted data, and scanned the disk 

for any cardholder and sensitive authentication data. 

The test equipment and software consisted of: 

1. Wireshark Ethernet port sniffer to monitor traffic on the CDE, which contained: 

a. MagTek DynaPad Debit/Credit MSR device 

b. MagTek DynaPro 

c. MagTek Dynamag USB keyboard emulated MSR device 

d. MagTek Dynamag USB HID emulated MSR device 

e. MagTek uDynamo headphone-jack MSR device 

f. MagTek iDynamo with iPhone lightning connector MSR sled 

g. MagTek cDynamo with iPhone lightning connector MSR sled 

h. MagTek ImageSafe 

i. Ingenico iSC 250 

j. Ingenico iPP 320 

k. Ingenico iPP 350 

l. Ingenico iCMP 

m. Ingenico Lane 3000 

n. Ingenico Lane 5000 

o. Ingenico Lane 7000 

p. Ingenico Link 2500 

2. iPhone X and Google Pixel phones with installed application for testing e-commerce transactions. 

3. Forensic Toolkit (FTK) for forensics analysis. 

4. Sysinternals Process Explorer to analyze running services.  

DISK ANALYSIS 
The technical assessment included a forensic examination of the hard drive of the system installed in 

Coalfire labs. 

The process for examining the hard drives was as follows: 

1. Created a forensic image of the systems hard drives, using FTK Imager and FTK MPE. 

2. Searched the disk images for key criteria, including cardholder and sensitive authentication data, 

using FTK. 

During this assessment, Coalfire did not identify any cardholder or sensitive authentication data. From this 

forensic analysis, Coalfire concludes that: 



SECURITY & ENCRYPTION IN HEALTHCARE PAYMENTS | White Paper      122 

 

1. There is no residual cardholder or sensitive authentication data on the system that runs different 

deployment scenarios supported and is integrated with InstaMed Online.  

 

NETWORK TRAFFIC ASSESSMENT 
Coalfire used a Wireshark Ethernet sniffer to monitor traffic from the lab system integrated with InstaMed 

Online. This assessment showed that no unencrypted cardholder data is transmitted over the network from 

the lab system to InstaMed Online. 

TOOLS AND TECHNIQUES 
Standard tools Coalfire utilizes for its application security reviews can include: 

TOOL NAME DESCRIPTION 

FTK *Forensic tool for digital data and media analysis 

FTK Mobile Phone 

Examiner 
*Forensic tool for mobile phone digital data & media analysis 

Additional tools 

Various search engines, Whois and DNS enumeration, Usenet, Google Hacking 

Database, Wikto, Wayback Machine, Sam Spade, Cain & Able, Nmap Nessus, Netcat, 

Dsniff, Wireshark, THC Hydra, THC SSL Check, SSLscan, Nikto, MiB Browser, 

soapUI, NIST CVSS 1998-2009 Archive List, Rapid 7 Community, Process Explorer 

 

*Forensic tool: A tool or method for uncovering, analyzing, and presenting forensic data, which provides a 

robust way to authenticate, search, and recover computer evidence rapidly and thoroughly. 
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ABOUT COALFIRE 
Coalfire is the cybersecurity advisor that helps private and public sector organizations avert threats, close 
gaps, and effectively manage risk. By providing independent and tailored advice, assessments, technical 
testing, and cyber engineering services, we help clients develop scalable programs that improve their 
security posture, achieve their business objectives, and fuel their continued success. Coalfire has been a 
cybersecurity thought leader for more than 16 years and has offices throughout the United States and 
Europe. Coalfire.com 
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